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INDEPENDENT AUDITORS’ REPORT

To the Members of the Town Council
Town of Mills
Mills, Wyoming

Report on the Financial Statements
We have audited the accompanying financial statements of the govemmental activities, the business-type

activities, each major fund, and the aggregate remaining fund mformatlon of the Town of Mills, as of and for the
year ended June 30, 2017, and the related notes to the ﬁnanmal statements, which collectwely comprise the

Town’s basic financial statements as listed in the table of contents. *~ '-\ N
e \\ “ \\‘_ /
Management’s Responsibility for the Financial Statements-—.,_ “\“ .

Pt N A
Management is responsible for the preparation and falr presentatlofl of these>f'1nancml statements in accordance
with accounting principles generally accepted in the Umted States:\ of America; this includes the design,
implementation, and maintenance of internal control relevant to the,,preparatmn and falr presentation of financial
statements that are free from material mlsstatem\e\nt whether due to, fraud or error.

- M-
e, kY ‘~.1
Anditors’ Responsibility o o ™ SN

I - L

Our responsibility is to exﬁress opinions on ;\hese ﬁnan"é’ml statements based on our audit. We conducted our
audit in accordance with audltmg standards generally accepted in the United States of America and the standards
applicable to financial audits contamed in Govemment Auditing Standards, issued by the Comptroller General
of the United States. Those standatds T requlre ' that we plan and perform the audit to obtain reasonable assurance
about whether the financial statements’ are freé from material misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the
financial statements. The procedures selected depend on the auditors’® judgment, including the assessment of the
risks of material misstatement of the financial statements, whether due to fraud or error. In making those risk
assessments, the auditors consider internal control relevant to the entity’s preparation and fair presentation of the
financial statements in order to design audit procedures that are appropriate in the circumstances, but not for the
purpose of expressing an opinion on the effectiveness of the entity’s internal control. Accordingly, we express
no such opinion. An audit also includes evaluating the appropriateness of accounting policies used and the
reasonableness of significant accounting estimates made by management, as well as evaluating the overall
presentation of the financial statements.

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for our audit
opinions,



Basis for Qualified Opinion

As discussed in Note 5, management had not maintained a fixed asset listing, nor had they recorded depreciation
on the fixed assets. Accounting principles require that fixed assets be recorded at cost and that they be
depreciated over their estimated useful lives. Instead, the fixed assets on the government wide financials are
reported at the value insured as of June 30, 2014 plus the cost of items purchased since that time. No provision
has been made for depreciation on the fixed assets.

In addition, the statement of cash flows for the enterprise funds has been omitted.
The Town has elected not to follow GASB 68 regarding defined benefit pension plans, as disclosed in Note 7.

The amount by which these departures would affect the assets, fund balance, and revenues has not been
determined.

Opinions
, .

\

In our opinion, except for the effects of the matters descrtbed’ n'the“‘Bas1s for Qualified Opinion on General
Fund” paragraph, the financial statements referred to above present fatrly,.tmall material respects, the respective
financial position of the governmental activities and each major fund of the\Towu of Mills, as of June 30, 2017,
and the respective changes in financial position for the year then® ended~m accordance 'with accounting pnn01ples

generally accepted in the United States of America. et -
S . AR
Other Matters {{ .\}, R 4
P _“} \'/‘ K ! 4 ™. J
Required Supplementary Information | l,f l’ ; ,,

‘-
Management has omitted Managemem s Drscusszon & Analys:s and budgetary comparison information that
accounting principles generallyfaccepted in the Unlted\States of America require to be presented to supplement
the basic financial statements Such missing mformatlon although not a part of the basic financial statements, is
required by the Governmental ‘Accounting Staridatds Board who considers it to be an essential part of financial
reporting for placmg the basw “financial statéments in an appropriate operatlonal economic, or historical
context. Our opinion on the baslctf' inancial statéments is not affectéd by this missing information.
"\‘_ ‘\__ .' ’/
Other Reporting Required by Goverm{emAudttmg Standards

In accordance with Government Auditing Standards, we have also issued our report dated April 2, 2018, on our
consideration of the Town of Mills’ internal control over financial reporting and on our tests of its compliance
with certain provisions of laws, regulations, contracts, and grant agreements and other matters. The purpose of
that report is to describe the scope of our testing of internal control over financial reporting and compliance and
the results of that testing, and not to provide an opinion on internal control over financial reporting or on
compliance. That report is an integral part of an audit performed in accordance with Government Auditing
Standards in considering the Town of Mills’ internal control over financial reporting and compliance.

W M ;’ M/ LLC
Lenhart, Mason & Associates, LLC

Casper, Wyoming
April 2, 2018
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TOWN OF MILLS
STATEMENT OF NET POSITION

JUNE 30, 2017
Governmental Business-type
ASSETS Activities Activities Totals
Cash and cash equivalents (includes pooled cash) § 2,210,267 $ 557,188 § 2,767,455
Accounts receivable 293,325 300,354 593,679
Prepaid expenses 17,557 - 17,557
Capital assets
Land 405,079 - 405,079
Buildings and improvements 6,580,000 7,477,300 14,057,300
Furniture and fixtures 715,400 3,110,000 3,825,400
Vehicles and equipment 2,588,625 164,390 2,753,015
Total assets 12,810,253 11,609,232 24,419,485
LIABILITIES
Accounts payable 134,782 44,520 179,302
Accrued liabilities REY 17 786 24,145 141,931
Note payable 3 (’ 6,689 . - 6,689
Noncurrent liabilities AN
Due within one year ™ 134 996 \ - 134,996
Due in more than one year {127,084 N " - 127,084
Total liabilities . 521,337 — 68,665 590,002
NET POSITION /ﬁ \’
Invested in capital assets -\ y, 10 029 336 10,751,690 20,772,026
Unrestricted N { { 2,275,139 788,877 3,064,016
Total net position \‘ ~$--12,295475 § 11,540,567 § 23,836,042
".‘ - -i.__‘ \ —
,--“‘\\‘.\ \\\ .
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See accompanying notes to financial statements



TOWN OF MILLS
STATEMENT OF ACTIVITIES
FOR THE YEAR ENDED JUNE 30, 2017

Program Revenues Net {Expense) Revenue and Changes in Net Position
Operating
Charges for Grants and Governmental Business-Type
Function/Programs Expenses Services Contributions Activities Activities Total
Primary government:
Governmental activities: {‘-\ )
General government $ 2,472,744 % 337,455 $ 8539,963 $ (1,595,326) 3 - ¥ (1,595,320)
Public safety 1,332,128 - ¢ e > Y- (1,332,128) - (1,332,128)
Highways and public works 212,961 . - ( N /‘:«,\"\\-\ (212,961) - (212,961)
Parks, recreation, and Community Center 333,978 - N ) ~ % . (333,978) - (333,978)
Total governmental activities 4,351,811 337,455 Lo 539,963 - 7 (3,474,393) - (3,474,393)
= —
Business-type activities: _ ;"\ n
Wastewater, water distribution and sanitation 1,200,886 1,380,479 b \ =S - 179,593 179,593
Total business-type activities 1,200,886 1,380/479 / /N . - - 179,593 179,593
Total primary government $ 5,552,697 $ 1,717,934 /.$ | 539,963 {3,474,393) 179,593 (3,294,800)
General revenues: <‘ | (. Q_//»'f
Property taxes —_— AN - 322,037 - 322,037
General sales and use tax / —_—_— N 2,033,807 - 2,033,807
Severance and mineral royalties AN N ™ 272,299 - 272,299
Cigarette tax o \ \,‘> 66,448 - 66,448
Fuel tax s \ 188,104 - 188,104
Intergovernmental NN . ] 628,476 - 628,476
Licenses and permits « AN / _,f 119,162 - 119,162
Fines and forfeitures N S 108,372 - 108,372
Unrestricted investment earnings \\_\/ 11,041 - 11,041
Miscellaneous income S 286,997 - 286,997
Total general revenues 4,036,743 - 4,036,743
Change in net position 562,350 179,593 741,943
Net position - beginning, as restated 11,733,125 11,360,974 23,094,099
Net position - ending $ 12,295,475 3 11,540,567 $ 23,836,042

4
See accompanying notes to financial statements
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TOWN OF MILLS

BALANCE SHEETS
GOVERNMENTAL FUNDS
JUNE 30, 2017
Total
Governmental
General Fund Funds
ASSETS
Cash and cash equivalents § 2,210,267 $ 2,210,267
Receivables, net
Other receivables 121,069 121,069
Sales tax 151,685 151,685
Property tax 4,529 4,529
Other taxes 16,041 16,041
Prepaid expense 17,557 17,557
Total assets $ 2,521,148 $ 2,521,148
LIABILITIES AND FUND BALANCES .
LIABILITIES P "> ¢
Accounts payable $ (1387820~ 8\ 134,782
Accrued liabilities 1.17;786‘\\ 117,786
Note payable 76,689 ..6;689
Total liabilities 259,257 ~259,257
N NN,
TUND BALANCES e w . Ny
Unassigned: ( ( VAN
General Fund ~y V2 2261891 7 2,261,891
Total fund balances 72,261,891 2,261,891

Total liabilities and fund bal‘é}meg, $ \ 2,521,148 $§ 2,521,148

A}
,

ST b
-~ ’/, h \\-\ .
< ERNRN
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See accompanying notes to financial statements



TOWN OF MILLS
STATEMENT OF REVENUES, EXPENDITURES, AND CHANGES IN FUND BALANCES
GOVERNMENTAL FUNDS
FOR THE YEAR ENDED JUNE 30, 2017

Total
Governmental
General Fund Funds
REVENUES
Taxes
Sales and use $ 2,033,807 $ 2,033,807
Property 322,037 322,037
Fuels 188,104 188,104
Cigarette 66,448 66,448
Severance and mineral royalties 272,299 272,299
Licenses and permits 119,162 119,162
Fines and forfeitures 108,372 108,372
Intergovernmental 628,476 628,476
Grant revenue /> Q\V5§9,963 539,963
Charges for services ; v 337,455 337,455
Miscellaneous revenue K V\2\86,?97 286,997
Proceeds from long term debt . ’? 99,306 | 99,306
Investment earnings AU 11,041 ‘) 11,041
Total revenues —— . 5,013,467 5,013,467
£ \\ ~
EXPENDITURES 6;/> NV
Current ! A
Public safety ( s (//) /‘ >2,472,744 2,472,744
General government " b 1,332,128 1,332,128
Grants - \\ 84,114 84,114
Highways and public works _. ,\\\\ SN 128,847 128,847
Planning 4 N 177,854 177,854
Intergovernmental C’\ \ 156,124 156,124
Debt service .
et N S o5 s
Capital outlay - radio reads \\\? v 248,645 248,645
Capital outlay - vehicles ‘ 71,499 71,499
Total expenditures 4,743,183 _ 4,743,183
Excess revenues over expenditures 270,284 270,284
Net changes in fund balances 270,284 270,284
Fund balances - beginning, as restated 1,991,607 1,991,607
Fund balances - ending § 226128091 $ 2,261,801

6
See accompanying notes to financial statements



TOWN OF MILLS
BALANCE SHEET RECONCILIATION TO
STATEMENT OF NET POSITION
JUNE 30, 2017

Total fund balances - governmental fund types: $ 2,261,891

Amounts reported for governmental activities in the statement of net assets are different because:

Long-term liabilities that pertain to governmental funds are not due and payable in the current

period and therefor are not reported as fund liability. All liabilities - both current and long-term

are reported in the statement of net assets. (262,079)

Capital assets used in governmental activities are not financial resources and, therefore, are not

reported in the funds. 10,289,104
Net position of governmental activities y $ 12288916

7

See accompanying notes to financial statements



TOWN OF MILLS
STATEMENT OF CHANGES IN FUND BALANCES RECONCILIATION TO
STATEMENT OF ACTIVITIES
FOR THE YEAR ENDED JUNE 30, 2017

Net changes in fund balances - total governmental funds S

Amount reported for governmental activities in the statement of activities are different because:

Borrowings and repayment of prinicpal on long-term debt is revenue and expenditure in the
governmental funds, but these amount impact long-term liabilities in the statement of net
position. This amount is them amount that borrowings exceed repayments.

Governmental funds reported capital outlays as expenditures. However, in the statement of
activities the cost of those assets is allocated over their estimated useful lives and reported as
deprectation expense. This is the amount by which capital cutlays exceeded depreciation in the
current peried, net of dispositions.

Change in net position of governmental activities

$

8
See accompanying notes to financial statements

270,284

(34,637)

320,144

555,791



TOWN OF MILLS
STATEMENT OF FUND NET POSITION

ENTERPRISE FUND
JUNE 30, 2017
Wastewater/ Water
Distribution/
Sanitation
ASSETS
Current assets:
Cash b 557,188
Accounts receivable 300,354
Total current assets 857,542
Capital assets
Buildings and improvements 7,477,300
Furniture and fixtures 3,110,000
Vehicles and equipment 164,390
Total capital assels 5 \2 10,751,690
Total assets <{\_’,§/\~\ 11,609,232
; ('-, \\\\,_/' L
LIABILITIES AND NET POSITION (./\\::\ . 4
LIABILITIES AT \/
Current liabilities: TAINN
Accounts payable Lo / N :) 44,520
Accrued liabilities (’ P ( ( i~ 24,145
Total current liabilities Q ( ey 68,665
N T ~
NET POSITION ,,f i NN \\‘.\_\
Unreserved, undesignatqd’/' \\ " 11,540,567
Total net position \\ v $ 11,540,567
\\ T i /
‘\\ N '/
\\/

9
See accompanying notes to financial statements



TOWN OF MILLS
STATEMENT OF REVENUES, EXPENDITURES, AND CHANGES IN FUND BALANCES
ENTERPRISE FUND
FOR THE YEAR ENDED JUNE 30, 2017

Wastewater/
Water
Distribution/
Sanitation
Operating revenues:
Charges for services $ 1,380479
Operating expenses:
Wastewater
Personnel 243,757
Supplies, materials & other . 450,080
Water Distribution
Personnel 81,597
Supplies, materials & other 75,436
Sanitation [\\
Personnel O 128,299
Supplies, materials & other .d> \\ 221,717
Total operating expenses ¢ ) 1,200,886
Operating income ,//—\‘ ‘\\ 179,593
™,

Change in net position m ™ 179,593
/! AN
Total net position - beginning, as restated ( (\‘ \("/\} 11,360,974
311,540,567

Total net position - ending

10
See accompanying notes to financial statements



TOWN OF MILLS
NOTES TO FINANCIAL STATEMENTS
JUNE 30, 2017

NOTE 1 - SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

Reporting entity — The Town has a number of departments to provide police, fire services, water, sewer &
sanitation. In addition, the Town Hall houses various general governmental employees.

Government-wide and fund financial statements — The government-wide financial statements (i.e. the
statement of net position and the statement of changes in net position) report information on all the nonfiduciary
activities of the primary government. For the most part, the effect of interfund activity has been removed from
these statements. Governmental activities, which normally are supported by taxes and intergovernmental
revenues, are reported separately from business-type activities, which rely, to a significant extent, on fees and
charges for support.

The statement of activitics demonstrates the degree to which the direct expenses of a given function or segments
are offset by program revenues. Direct expenses are those that are clearly identifiable with a specific function or
segment. Program revenues include 1) charges to customers or apphcants who purchase, use, or directly benefit
from goods, services, or privileges provided by a given function-or scgment and 2) grants and contributions that
are restricted to meeting the operational or capital requ1rements of a pa\r;tlcular function or segment. Other items
not properly included among program revenues are reported mstead as‘general revenues.

ki
Measurement focus, basis of accounting and financial stéterh‘eni\presenratian — The government-wide
financial statements are reported using the economtic resazg;q_e&mea.s\'ifremems Jfocus and the accrual basis of
accounting. Revenues are recorded when earned and,expensesxale recorded when a liability is incurred,
regardless of the timing of related cash flows. Grants and similar iterhs are recogmzed as revenue as soon as all
eligibility requirements imposed by the provider I{lave been m?t/ r\)
Governmental fund financial statements are repor{ed usmgl\the current financial resources measurement focus
and the modified accrual basis of: accoummg s, Revenues are recogmzed as soon as they are both measurable and
available. Revenues are considered to be avazlable when they are collectible within the current period, or soon
enough thereafter, to pay liabilifies of the curient pen?id ZFor this purpose, the government considers revenues
to be available if they are\collected within 60 days of the end of the current fiscal period. Expendltures
generally are recorded when a_ liability is mcurred as under accrual accounting. However, debt service
expenditures, as well as expendltures rclated‘to c’ompensated absences and claims and judgments, are recorded
only when payment is due. N

‘\UJ"'

Rent and interest associated with the current fiscal period are all considered to be susceptible to accrual and so
have been recognized as revenues of the current fiscal period. Grants and similar items are recognized as
revenue as soon as all eligibility requirements imposed by the provider have been met. All other revenue items

are considered to be measurable and available only when cash is received by the government.
The government reports the following major governmental funds:

The General Fund is the government’s primary operating fund. It accounts for all financial resources of the
general government.

The Enterprise Fund is used to account for the operations on a self~supporting basis as required by Wyoming
statute.

Amounts reported as program revenues include 1) charges to customers for goods, services, or privileges
provided, 2) operating grants and contributions, and 3) capital grants and contributions, including special
assegsments.

11



TOWN OF MILLS
NOTES TO FINANCIAL STATEMENTS
JUNE 30, 2017

NOTE 1 - SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES (CONTINUED)

Assets, liabilities and net position or equity — When both restricted and unrestricted resources are available for
use, it is the Board’s policy to use restricted resources first, then unrestricted resources as they are needed.

Deposits and investments — The Town’s cash and cash equivalents are considered to be cash on hand,
demand deposits, and short-term investments with original maturities of three months or less from the
date of acquisition.

Receivables and payables — The Town records receivables for utility services, tax collections and other
miscellaneous services. Accounts due exceeding 30 days are sent delinquent notices with applicable
services being shut off 15 days later.

Capital assets — Capital assets which include property, plant and equipment are reported in the
applicable governmental columns in the govemment—w1de\ﬁnanc1al statements. Capital assets are
defined by the government as assets with an initial, lmdwndual\cost of more than $5,000 and an
estimated useful life in excess of two years. Such assets.are: recorded at cost for insurance purposes.
N N RN
Normal repairs and maintenance of capital assets are not capltallzed These’zare costs that do not add to
the value of the asset, or materially extend the ass_et § life. ) ™
",

.

n,

Compensated Absences — It is the Town's pohcy to permlt employees to accurmulate a limited amount
of earned and unused vacation and sick leave, whlch will be pald to employees upon separation from the
Town’s service. In governmental funds/ the cost {of vacatmn and sick leave is recognized when
payments are made to employees. Thedong—tenn obhgauon is recorded and expense recognized as the
leave is earned in the g‘?/vemmentgi‘ actlvmeé *and proprietary funds.
g% “
Acerned lmbrlmes/:;nd Iang-term\ obhgatmn.;\’ — all payables, accrued liabilities and long-term
obligations are reported in the govemment—w:de financial statements and all payables, accrued
liabilities, and long-term obllgatlons payablc from enterprise funds are reported on the enterprise fund
\

financial statements. . A

Frund equity — In the fund ﬁna\ilc‘ifalétements, governmental funds report reservations of fund balance
for amounts that are not available for appropriation or are legally restricted by outside parties for use for
a specific purpose.

Accounting estimates — The preparation of financial statements requires management to make estimates and
assumptions that affect the reported amounts of assets and liabilities and disclosures of contingent assets and
liabilities at the date of the financial statements and the reported amounts of revenue and expenses during the
reporting period. Actual amounts could differ from those estimates.

12



TOWN OF MILLS
NOTES TO FINANCIAL STATEMENTS
JUNE 30,2017

NOTE 2 — ADJUSTMENTS TO GOVERNMENTAL FUNDS BALANCE SHEET/STATEMENT OF
NET POSITION AND ADJUSTMENTS TO STATEMENT OF GOVERNMENTAL FUND
REVENUES, EXPENDITURES AND CHANGES IN FUND BALANCES/STATEMENT OF
ACTIVITIES

Explanation of certain differences between the governmental fund balance sheet and the statement of net
position — The governmental fund balance sheet/statement of net position includes several adjustments between
fund balances — total governmental funds and statement of net position. The details of these adjustments are as
follows:

Capital assets used in governmental activities are not financial resources and; therefore, are not reported in the
governmental fund statements. As capital assets used in governmental activities are purchased or constructed,
the costs of those assets are reported as expenditures in the governmental funds.

The unassigned fund balances for each fund reported in the govemmrental -fund statements have been eliminated
in order to reflect the total unrestricted net position in the’ full accrual govemment-w1de statement of net
position. o / ;:»
b M -.

Explanatmn of certain differences between the governmental ﬁmd stateme;tt of. revenues, expenditures, and
change in fund balances/statement of activities — The govefiimental fund\ statement of revenues, expenditures,
and changes in fund balances/statement of activities mcludeS\several adjilstments between the governmental
fund statement of revenues, expenditures, and changes if fund balances/stﬁfement of activities. The details of
these adjustments are as follows: PN ,!( ’ N’

f 4
Governmental funds report capital outlays as é;Eeridimres. k\:‘”'

"/'_ T . i N, —
NOTE 3 — STEWARDSHIP, COMPLIANCE AND ACCOUNTABILITY
ad N\
Budgetary information — The Town adopts an annual budget for the General Fund. The budget is presented in
the Statement of Revenues, Expendltures and ,Changes in Fund Balances — Budget and Actual (Budgetary
Basis) - General Fund. The budgets_for the’ general fund and enterprise fund are adopted on a cash basis
(Budgetary). Such basis is not cons:stent wlﬂ;:generally accepted accounting principles (GAAP).
K I

NOTE 4 — DEPOSITS AND INVESTMENTS

Custodial credit risk — deposits — In the case of deposits, this is the risk that in the event of a bank failure, the
Town’s deposits may not be returned to it. Wyoming statutes require that the Town’s deposits in excess of the
Federal depository insurance amount be collateralized. At June 30, 2017, the Town’s deposits were under
collateralized.

13



TOWN OF MILLS
NOTES TO FINANCIAL STATEMENTS
JUNE 30, 2017

NOTE 5— PROPERTY AND EQUIPMENT

Management has not maintained a fixed asset listing, nor have they recorded depreciation on the fixed assets.
Instead, the fixed assets on the government wide financials are reported at the value insured as of June 30, 2014
plus the cost of items purchased since that time. No provision has been made for depreciation on the fixed
assets,

Accounting standards generally accepted in the United States of America require that fixed assets be recorded at
cost and that depreciation be recorded based on the estimated useful lives of the assets. Thus, this is a departure
from generally accepted accounting standards.

NOTE 6 — CAPITAL LEASES

In 2013 the Town acquired two ambulances, totaling $360,000, under a non-cancellable lease agreement which
requires annual payments of $71,050 through July 2018, mcludmgqnterest 1mputed at 3,15%.

Interest expense on the capital lease obligation was $6,559 for the year—ended‘l une 30, 2017.
\ N

The followmg is a schedule of the future minimum lease payments under the capxtal'leases and the present value

of the net minimum lease payments at June 30, 2017: ™ \
Fiscal year (\/( / \ Govemmental
Ending JumﬁO ; f‘"’ Fund

2018 K \\_ \. // $ 71,050

.- \2019 N ~— 70,446

Total’ lyhmmul lg\ase payn:ents 141,496

Less:” amount representinginterest (6,500)
Preéent value of quhre minimum

Ieasg payments ) ) $ 134,996

N s
o

\‘\
NOTE 7 — DEFINED BENEFIT PENSION PLAN

The Town’s employees participate in the Wyoming Retirement System (Plan), a cost sharing multiple-employer
defined benefit pension plan administered by the Wyoming Retirement Board. The Plan provides retirement
and disability benefits, annual cost of living adjustments, and death benefits to Plan participants and
beneficiaries. The Wyoming Legislature statutorily establishes and amends the benefit provisions. The Plan
issues a publicly available financial report that includes financial statements and required supplementary
information which may be obtained at http://retirement.state.wy.us/home/index/html.

14



TOWN OF MILLS
NOTES TO FINANCIAL STATEMENTS
JUNE 30, 2017

NOTE 7 — DEFINED BENEFIT PENSION PLAN (CONTINUED)

The Public Employees’ Pension Plan statutorily requires 16.62% of the participant’s wages to be contributed to
the Plan, paid by the participant and the employer in the following manner: The employer must pay the entire
employer amount which is currently 8.37%. The employer determines (generally annually) how much, if any,
of the employee portion will be paid by the employer on behalf of the employee which is currently 8.25%. For
those employees hired before October 1, 2014, the Town contributed 8.37% and the employee confributed
8.25% through December 31, 2016. For those employees hired after October 1, 2014, the Town contributes
8.37% and the employee contributes 8.25%. The Town’s contributions to the Plan for the years ended June 30,
2017 was $94,394,

The Public Employees’ Pension Plan has calculated the total pension liability to be $2,417,500,218 as of
December 31, 2016. The Town’s proportionate share of the net pension liability, which is based on the Town’s
actual historical contributions to the Plan, is approximately $1,208,750 as of December 31, 2016. This amount
has been presented for informational purposes and is not a current hab:hty and is expected to decrease over time
with normal contribution rates. o /\ [‘\\ o ‘/
The Paid Firemen’s Pension Plan B statutorily requires 21.245% of tl:‘é partnc:pant s wages to be contributed to
the Plan, paid by the participant and the employer in the followmg manner\The employer must pay the entire
employer amount which is currently 12%. The employer determiinés (generally annbally) how much, if any, of
the employee portion will be paid by the employer on behalf Ofthe employee which is currently 9.245%. For
those employees hired before October 1, 2014, the Town contn‘puted 12% and the employee contributed 9.245%
through December 31, 2016, For those employees hiréd aﬁer;October 1, 2014 the Town contributes 8.37% and
the employee contributes 8.25%. The Town’s contnbutlons to the Plan for the years ended June 30, 2017 was
$72,274. A (\ (7

'\ ‘.
The Paid Firemen’s Pension Plan- B “has. calculat\éd the total pensmn liability to be $31,561,325 as of December
31, 2016. The Town’s proportlonate shate of~the net pension liability, which is based on the Town’s actual
historical contributions to thé Plan is approx:mately $599’665 as of December 31, 2016. This amount has been
presented for mformanonai"pu}poses and is not a current liability and is expected to decrease over time with
normal contribution rates. . / y

The Law Enforcement’ Pension Plan~statutor11y requires 17.2% of the participant’s wages to be contributed to
the Plan, paid by the participant and the\pmployer in the following manner: The employer must pay the entire
employer amount which is currently 8.6%. The employer determines (generally annually) how much, if any, of
the employee portion will be paid by the employer on behalf of the employee which is. currently 8.6%. For
those employees hired before October 1, 2014, the Town contributed 8.6% and the employee contributed 8.6%
through December 31, 2016. For those employees hired after October 1, 2014, the Town contributes 8.6% and
the emplayee contributes 8.6%. The Town’s contributions to the Plan for the years ended June 30, 2017 was
$76,379.

The Law Enforcement’s Pension Plan has calculated the total pension liability to be $75,491,927 as of
December 31, 2016. The Town’s proportionate share of the net pension liability, which is based on the Tawn’s
actual historical contributions to the Plan, is approximately $397,496 as of December 31, 2016. This amount
has been presented for informational purposes and is not a current liability and is expected to decrease over time
with normal contribution rates.

GASB 68 requires the Town to report the net pension obligations for these plans. Management has elected to
report only the current expense and not make calculations to determine the net pension obligations based on
actuarial figures.
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TOWN OF MILLS
NOTES TO FINANCIAL STATEMENTS
JUNE 30, 2017

NOTE 8 -L.ONG TERM OBLIGATIONS

The following is a summary of long-term debt obligations for the Town for the year ended June 30, 2017:

Amounts Due

Beginning Within One
Balance Additions  Reductions Ending Balance Year
Governmental activities:

Employee compensated absenses $ 97,278 §$137,048 § 121,549 § 112,777  $ 90,222

Note payable 34,466 99,306 - 133,772 6,689

Capital leases 199,665 - 64,669 134,996 66,634

Total governmental activities 331,409 236,354 186,218 381,545 163,545
A l{\'\ ~
Business-type activities: !" P !{./

Employee compensated Absenses 24,166 40,(337"3/"\ 40,358 24,145 19,316
Total business-type activities 24,166 40:337.. “40‘358 24,145 19,316
Total long-term obligations $ 355,575 $276;691, ™. $ 226\576" $ 405,690 $ 182,861

- _—'—\. N
P .
TN
NOTE 10 — RISK MANAGEMENT ('} \/ ( (/ ) ~
" S

The Town is exposed to various risks.of loss ﬁcludmg torts, theft of, damage to, and destruction of assets, errors
and omissions, injuries to employees -and. natural‘dlsasters The Town has purchased commercial insurance for
these risks that include insurance-for property and hablhty The coverage under each type of insurance policy
varies in amounts and deductlbles The unmsured risk”retention is the amount by which claims exceeded
coverage. The Town has not .had significant setttlements exceedmg insurance coverage in any of the past three
fiscal years. The Town has had no 51gn1ﬁcant rec‘ifuctlons in insurance coverage from coverage in prior years.
\_ ™, v
NOTE 11 - PRIOR PERIOD ADJUSTMENT

Y

Fund balances have been adjusted as of June 30, 2016. The corrections have no effect on the results of the
current year’s operations; however, beginning retained earnings has been adjusted by $103,318.

16



INDEPENDENT AUDITORS’ REPORT ON INTERNAL CONTROL OVER FINANCIAL
REPORTING AND ON COMPLIANCE AND OTHER MATTERS BASED ON AN AUDIT OF
FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE WITH
GOVERNMENT AUDITING STANDARDS

Members of the Town Council
Town of Mills
Mills, Wyoming

We have andited, in accordance with the auditing standards generally accepted in the United States of America
and the standards applicable to financial audits contained in Government Auditing Standards issued by the
Comptroller General of the United States, the financial statements of the government activities and each major
fund of Town of Mills, as of and for the year ended June 30, 2017, and the related notes to the financial
statements, which collectively comprise the Town of Mills basic ﬁnanmal statements, and have issued our report
thereon dated April 2, 2018. = \ \;)

Internal Control over Financial Reporting t :)» \\f'k
L \ - . \

In planning and performing our audit of the financial statements we: ;Bnmdered “Town of Mills® internal control
over financial reporting (internal control) to determine~thé waudlt procedures that are appropriate in the
circumstances for the purpose of expressing our opinions,on the fi nanc1al’statements but not for the purpose of
expressmg an opinion on the effectiveness-of Town of Mllls ,mtemal control. Accordingly, we do not express
an opinion on the effectiveness of Town of Mills (,11’1/temal c;)ntrol

i, { N
A defi fciency in internal control exists_when the dés1gn or éperatlon of a control does ot allow management or
employees, in the normal course’ ofeperformmg\thelr assrgned functions, to prevent, or detect and correct,
misstatements on a timely basm A matenal\weakness isa deficiency, or a combination of deficiencies, in
internal control, such that there is a reasonable posmbihty that a material misstatement of the entity’s financial
statements will not be prevented or detected and corrected on a timely basis. A significant deficiency is a
deficiency, or a combination oﬁdeﬁctencres, m,mtemal control that is less severe than a material weakness, yet
important enough to merit attention bytthose charged with governance.

r
Ld

Our consideration of internal control was for the limited purpose described in the first paragraph of this section
and was not designed to identify all deficiencies in internal control that mlght be material weaknesses or,
significant deficiencies and therefore, material weaknesses or significant deficiencies may exist that have not
been identified. We did identify deficiencies in internal control, described s item 2017-001 and 2017-002, that

we consider to be material weaknesses.

2017-001: Accounting and Financial Reporting for Capital Assets — Material Weakness

Condition: The Town has not properly accounted for and maintained a schedule of capital assets. Generally
accepted accounting principles (GAAP) also require that the capital assets be depreciated over their estimated

useful lives

Criteria: Capital projects and assets should be capitalized in the period in which they are placed in service or
are substantially completed at their cost and depreciation recorded for financial statement purposes.

Cause: The Town did not have an effective control system in place to maintain a schedule of capital assets.
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Effect: Failure to maintain a schedule of capital assets has resulted in misstatement of the reported cost and
depreciation expense for the year.

Recommendation: The Town should establish policies and procedures to ensure that capital assets are properly
recorded and a schedule of capital assets is maintained on a regular basis. These policies and procedures should
include processes to ensure that all financial statement balances are properly supported by accurate records,
balances are adjusted to the proper amounts, and reconciliations are performed as necessary. It is also
recommended that the Town review their capitalization policy and update as needed.

Views of responsible officials and planned corrective actions: Management concurs with the
recommendation. The Town’s employees have developed a list of assets and will work on determining the cost
basis of these items and then will compute the applicable accumulated depreciation and depreciation expense.
The capitalization policy will be reviewed and updated, if needed.

2017-002: Audit Adjustments

Condition: For the year ended June 30, 2017, adjustments that. collé::tlvely were material to the basic financial
statements were proposed related to various asset and liability accounts‘ and the related revenue and expenses.
A f ‘
Criteria: Under professional standards, the control deficiency ex;sts .as the Town personnel did not identify the
adjusting and reclassification journal entries, which were necessary Nn order\to’properly state the Town'’s
financial statements in accordance with GAAP, RN AN
- ;"/‘-“, “’q._ \ o~

Cause: The Town did not have an effective control sysre'rn in,,plla?:e t‘o\igenti'fy the adjustments proposed.

N - fr ; r J;
Effect: Prior to the proposed audit adjustments,\the ﬁnanclpl statements contained errors.
l. S

Recommendation: The Town should esmbllsh pohcres and procedures to ensure that complete and accurate
information is available to properly record transactions in accordance with GAAP. These policies and
procedures should include processes to ensure that all\ﬁnancral statement balances are properly supported by
accurate records, balances are adjusted to the proper amounts and reconciliations are performed as necessary.
View of Responsible Officials and Planned/Correctlve Actions: The Town has provided training with the
accounting software and retains support from»the software provider. In addition, the Town is considering the
use of a CPA firm to assist when there- are questlons as to how to record certain transactions, when questions
arise.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether Town of Mills’ financial statements are free of material
misstatement, we performed tests of its compliance with certain provisions of laws, regulations, contracts, and
grant agreements, noncompliance with which could have a direct and material effect on the determination of
financial statement amounts. However, providing an opinion on compliance with those provisions was not an
objective of our audit, and accordingly, we do not express such an opinion, The results of our tests disclosed no
instances of noncompliance or other matters that are required to be reported under Govermment Auditing
Standards.

Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and compliance and
the results of that testing, and not to provide an opinion on the effectiveness of the entity’s internal control or on
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compliance. This report is an integral part of an audit performed in accordance with Government Auditing

Standards in considering the entity’s internal control and
suitable for any other purpose.

Lol + son. § Qaserten, (L0
Lenhart, Mason & Associates, LLC

Casper, Wyoming
April 2, 2018
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BCS Insurance Company
2 Mid America Plaza, Suite 200
Oakbrook Terrace, IL 60181

(A stock insurance company, hersin the "Gompany®)

Policy No. RPS-Q-0475817M/1

co “ - Cyber and Privacy Liability Insurance Policy

94.111 (06417)

NOTICE: THE POLICY CONTAINS ONE OR MORE COVERAGES. CERTAIN COVERAGES ARE LIMITED TO
LIABILITY, FOR.CLAIMS THAT ARE FIRST MADE AGAINST THE INSURED AND NOTIFIED TO US DURING THE
POLICY PERIOD AS REQUIRED. CLAIM EXPENSES SHALL REDUCE THE APPLICABLE LIMITS OF LIABILITY AND
ARE SUBJECT TO THE APPLICABLE RETENTION (S). PLEASE READ THIS POLICY CAREFULLY.

POLICY DECLARATIONS

ITEM 1. NAMED INSURED - Town of Mills

ADDRESS 704 N 3rd St ,; Mills, Wyoming, 82644-7702
ITEM 2, POLICY PERIOD FROM:April 9, 2018
TO: April 9, 2019 .
(12:01 A.M. Standard time &t the address shown in ltem 1.)
ITEM 3. POLICY LIMITS OF A. Aggregate Limit of Liability: $1,000,000
LIABILITY AND (Aggregate for Each and Every Claim.including Claims Expenses)
COVERAGES i
PURCHASED B. Sublimit of Liability for Individual Coverage(s) Purchased: $1,000,000

"Nil* or *N/A® Sublimit of Liability for any coverage indicates that'the coverage
was not purchased .

PER GLAIM SUBLIMIT OF LIABILITY AGGREGATE SUBLIMIT

ll COVERAGE INCLUDES CLAIM EXPENSES OF LIABILITY l
;i:an'(\:scy Liability {including Employee $1,000,000 o $1,000000
B. Privacy Regulatory Claims Coverage  $1,000,000 # .0_00.'000
C. Security Breach Response Coverage  $1,000,000 $1-.000.000
D. Security Liability $1,000,000 $1,000,000
E. Multimedia Liability $1,000,000 $1,000,000
F. Cyber Extortion $1,000,000 $1,000,000
gézz:,;rt\;is Income and Digital Asset $1,000,000 $1,000,000
H. PCI DSS Assessment $1,000,000 $1,000,000

Quolation RPS-Q-0475817M/1 | Page 7 of 44 Pawered by



BCS Insurance Company
2 Mid America Plaza, Suite 200
Oakbrook Terrace, IL 60181

ITEM 4. RETENTION (including Claims Expenses):
COVERAGE EACH CLAIM
A. Privacy Liability (including Employee Privacy) $2,500
B. Privacy Regulatory Claims Coverage $2,500
C. Security Breach Response Coverage $2,500
D. Security Liability $2,500
E. Multimedia Liability $2,500
F. Cyber Extortion $2,500
G. Business Income and Digital Asset Restoration $2,500 / 12 hrs waiting period
H. PCI DSS Assessment $2,500
ITEM 5. PREMIUM $2,586.00
CYBER DECEPTION $450.00 (IF ELECTED)
PREMIUM:
TOTAL: $3,036.00
ITEM 6. TERRITORIAL LIMITS Worldwide
ITEM 7. RETROACTIVE DATE Full Prior Acts
ITEM 8. NOTICE OF CLAIM 2 Steps:

1. Call Baker Hostetler at the 24 Hour Security Breach Hotline:
1-866-288-1705

2. File your claim with:

rpscyberclaims@clydeco.us
Clyde & Co. US LLP

101 Second Street, 24th Floor
San Francisco CA 94105

USA

ITEM 9. NOTICE OF ELECTION RPS National Claims
190 New Camellia Blvd.
Covington, LA 70433
USA

overs o [



ITEM 10.

TEM M.,

ITEM 12, || “WAITING PERIOD: __

)

SERVICE OF SUIT

- 1

CHOICE OF LAW

FORMS AND ENDORSEMENTS
EFFECTIVE AT INGEPT'IION

Risk Situated in Califomia:
Eileen Ridley

FLWA Service Corp.

c/o Foley & Lardner LLP

BCS Insurance Company
2 Mid America Plaza, Suite 200
Oakbrook Terrace, IL 60181

555 California Street, Suite 1700, San Francisco, CA 94104-1520

Risks Situated in All Cther States:

Mendes & Mount

750 Seventh Avenue, New York, NY 10019
‘New York

12 hirs waiting period

P

Quotation RPS-Q-0475817M/1 | Page 9 of 44

941200 (06/17) CYBER AND PRIVACY LIABILITY POLICY FORM
-_931.51 0 (09/15) Cyiber--DeceptiOn Endorsement {If elected)

94.102 (01 15) Nuclear Incident Exclusion

94.103.(01-15) Radioactive Contamination Exclusion

94.805 (06/17)-Breach Respeonse-Team Endorsement

.94.801 (06/17) WYOMING Arfiendatory
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_'..;.;_ B C S BCS INSURANCE COMPANY
e’ 2 Mid America Plaza, Suite 200
Oakbrook Terrace, lllinois 60181

NOTICE: THIS POLICY IS LIMITED TO LIABILITY FOR CLAIMS THAT ARE FIRST MADE AGAINST
YOU AND NOTIFIED TO US DURING THE POLICY PERIOD (OR EXTENDED REPORTING PERIOD, IF
APPLICABLE) AS REQUIRED HEREIN, AND LOSS FROM EVENTS THAT FIRST OCCUR AFTER THE
RETROACTIVE DATE AND BEFORE THE END OF THE POLICY PERIOD THAT YOU FIRST LEARN OF
AND REPORT TO US DURING THE POLICY PERIOD AS REQUIRED HEREIN. CLAIM EXPENSES
SHALL REDUCE THE APPLICABLE LIMITS OF LIABILITY AND ARE SUBJECT TO THE APPLICABLE
RETENTION(S). TERMS THAT APPEAR IN "QUOTATIONS” HAVE SPECIAL MEANINGS. SEE THE
DEFINITIONS FOR MORE INFORMATION. PLEASE READ THIS POLICY CAREFULLY.

CYBER AND PRIVACY LIABILITY POLICY FORM
94.200 (06/17)

In consideration of the payment of the premium and reliance upon the statements made by “You" in the
“Application” and subject to the Limit of Liability, exclusions, conditions and other terms of this Policy, it is
agreed as follows:

I. COVERAGES
A. PRIVACY LIABILITY (INCLUDING EMPLOYEE PRIVACY)

“We" shall pay on “Your" behalf “Damages” and “Claim Expenses” that “You" become legally
obligated to pay in excess of the applicable retention resulting from a “Claim" first made against
“You" and reported to “Us” during the “Policy Period” or “Extended Reporting Period” arising out of
a "Privacy Wrongful Act” occurring after the “Retroactive Date” and before the end of the “Policy
Period”, harming any third (3rd) party or “"Employee”.

B. PRIVACY REGULATORY CLAIMS COVERAGE

“We" shall pay on “Your" behalf “Regulatory Fines”, “Consumer Redress Funds” and “Claim
Expenses” that “You” become legally obligated to pay in excess of the applicable retention resulting
from a “Regulatory Claim” first made against “You" and reported to “Us” during the “Policy Period”
or “Extended Reporting Period” arising out of a “Privacy Wrongful Act” occurring after the
“Retroactive Date" and before the end of the “Policy Period".

C. SECURITY BREACH RESPONSE COVERAGE

“We” shall pay on “Your" behalf any “Breach Response Costs” in excess of the applicable retention
that are incurred in the event of a “Security Breach” with respect to “Private Information”.

“We” will not make any payment under this Coverage unless the “Security Breach” first occurs after
the “Retroactive Date” and before the end of the “Policy Period” and “You" first learn of the “Security
Breach” during the “Policy Period” and report the “Security Breach” to “Us" as soon as practicable
within the “Policy Period”.
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. SECURITY LIABILITY

“We” shall pay on “Your" behalf “Damages” and “Claim Expenses” that “You” become legally
obligated to pay in excess of the applicable retention resulting from a “Claim” first made against
*You" and reported to “Us" during the “Paolicy Period” or "Extended Reporting Period" arising out of
a "Security Wrongful Act” occurring after the "Retroactive Date” and before the end of the “Policy
Period”.

MULTIMEDIA LIABILITY

© "We" shall pay on "Your" behalf “Damages” and “Claims Expenses” that “You” become legally

- obligated to pay in excess of the applicable retention resulting from a "Claim” first made against
“You" and reported to "Us" during the “Policy Pericd” or “Extended Reporting Period™ arising out of
a "Multimedia Wrongful Act” accurring after the "Retroactive Date" and before the end of the “Policy
Period®.

CYBER EXTORTION

“We" shall reimburse "You" for the “Cyber-Extortion Expenses and Cyber-Extortion Payments” that
“You" actually pay in-excess of the applicable retention directly resulting from a "Cyber-Extortion
Threat" that “You” first receive and report to “Us" as soon as practicable during the "Policy Period”.

. BUSINESS INCOME AND DIGITAL ASSET RESTORATION -

1. “We" shall pay the “Business Income Loss” that “You" sustain during a "Period of Restoration”
resulting directly from a “Network Disruption™ that commences during the "Palicy Period”, but
only if the duration of such “Period of Restoration” exceeds the “Waiting Period” set forth in the
Declarations, and such “Network Disruption” results solely and directly from a “Security
Compromise” that first occurs after the “Retroactive Date” and before the end of the “Policy
Period” and “You" first learn of the “Security Compromise” during the "Policy Period” and report
the "Security Compromise” to “Us" as soon as practicable within the “Policy Period”.

2. “We" shall reimburse "You” for the “Restoration Gosts” that “ because of the alteration,
destruction, damage or loss of “Digital Assets” that commences during the "Policy Period”
resulting solely and directly from a “Security Compromise”, but only if such “Security
Compromise” first ocours on or after the “Retroactive Date” and before the end of the “Policy
Period" and "You® first leam of the “Security Compromise” during the “Policy Period” and report
the “Security Compromise” to “Us” as soon as practicable within the “Policy Period”,

3 “"We" shall pay the "Reputation Business Income Loss” that “You” sustain following a “Security
Breach” or “Network Disruption”, but only if such “Security Breach” or “Network Disruption™ first
accurs on or after the “Retroactive Date™ and before the end of the “Policy Period” and "You"
first learm of the "Security Breach” or "Network Disruption” during the “Palicy Period™ and report
the “Security Breach” or “Netwaork Disruption” to “Us" as soon as practicable within the “Policy
Period".

. PCI DSS ASSESSMENT

“Wae" shall pay on “Your" behalf “Damages” and “Claims Expenses” that “You” become legally
obligated to pay in excess of the applicable retention resulting from a “PCI DSS Assessment” first
made against “You" and reported o "Us”" during the “Policy Period” or “Extended Reporting Period”
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arising out of a "PCl DSS Wrongful Act” occurring after the "Retroactive Date™ and before the end of
the “Policy Period”.

DEFENSE, SETTLEMENT, AND INVESTIGATION OF CLAIMS

A.

“We" shall have the right and duty to defend, subject to the "Policy Aggregate Limit” and applicable

“Sublimits of Liability”, exclusions and other terms and conditions of this Policy, any “Claim” against
“You" seeking “Damages” which are potentially payable under the terms of this Policy, even if any of

y the allagations of the “Claim” are groundless, false, or fraudulent,

“You” and “We" shall mutually agree on counsel to defend "Claims®, “You" shall not formally appoint
defense counsel without “Our” consent, which shall not be unreasonably withheld. However, in the
absence of such agreement, "Our” choice of counsel decision shall contrel. “We" agree that “You”

‘may Settle any “Claim” where the “Damages” and "Claims Expenses” do not exceed fifty percent %

{50%) of the applicable retention, provided that the entire “Claim” is resolved and "You" receive a full
release from all claimants.

“We" shall have the right to make any investigation We" deem necessary, including without limitation,
any investigation with respect to the “Application” and statements made in the “Application” and
with respect to potentiai coverage.

The “Policy Aggregate Limit" and “Sublimits of Liability” avéilable to pay "Damages”, “Claims
Expenses” and “Loss” shall be reduced .and may be complstely exhausted by payment of
“Damages”, “Claims Expenses” and "Loss” and shall be applied against the applicable retention
"You" pay. X
If "You” refuse to consent to a settlement or compromise “We" recommend, which settlement or
compromise is acceptable to the claimant, and “You” elect to contast the “Claim”, then:

1. Subject to the applicable Limits of Liability, our liability for any “Damages” and “Claims

Expenses” shall not exceed: '

a. the amount for which the “Claim” could have been settled, plus the "Claims Expenses”
incurred up to the date of such refusal; and )

b. fifty percent (50%) of the “Damages” and “Claims Expenses” in excess of the amount in a.
above incurred for such “Claim™; provided that "You” bear the remaining fifty percent {50%;)
of the “Damages” and "Claims Expenses” in excess.of the amount in a. above as uninsured .
and at “Your” own risk; and

2. “We" shall have the right to withdraw from the further defense of such "Claim™ by tendering
control of the defense to “You". '

This clause shall not apply to any settiement where the total of the proposfed-séttle?nent'and incurred
“Claims Expenses” do not exceed all applicable retentions.

“We" shall not be obligated to pay any “Damages®, “Claims Expenses” or “Loss” or to undertake or
continue any defense of any “Claim”, after the “Policy Aggregate Limit” or applicable "Sublimit{s) of
Liability” have been exhausted by payment of “Damages”, “Claims Expenses” and/or “Loss” or after
deposit of the “Policy Aggregate Limit” or applicable “Sublimit(s) of Liability” in a court of competent
jurisdiction, and that upon such payment or deposit, "We" shall have the right to withdraw from the
further defense thereof by tendering control of said defense to “You".
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TERRITORY

This insurance applies to “Events” occurring, “Claims” made and “Wrangful Acts”, acts, errors or
omissions committed or alleged to have been committed anywhere in the world.

EXCLUSIONS

The coverage under this Palicy shall not apply to any “Damages”, Claims Expenses”, “Loss” or other

.-amounts, arising out of or resulting, directly or indirectly, from:

A, “Bodiy Injury” or "Property Damage”;

B. . *Your” employment practices or any alleged or actual discrimination against any person or entity on
‘any basis, including without limitation, race, creed, color, religion, ethnic background, national origin,
age, handicap, disability, sex, sexual orientation, or pregnancy; provided, however, this exclusion
shali not apply to any "Claim” alleging a “Privacy Wrongful ‘Act” or “Security Wrongful Act” in

connection with an “Employee's” or prospective employee's employment;

C. The failure, malfunction or inadequacy of any satellite; any electrical or mechanical failure and/or
interruption, including but not limited to electrical disturbance, spike, brownout or blackout; or any
outage to gas, water, telephone, cable, telecommunications or.other infrastructure, unless such
infrastructure is under “Your® operational control; provided, however this exclusion shall not apply to
any “Privacy Wrongful Act” that is caused by such electrical or mechanical failure or that is caused
by such failure of telephone lines,.data transmlssmn lings or other infrastructure comprising or
supporting the “Internet”;

D. Fire, smokse, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave,
landslide, hail, an act of God or any other physical event, however caused;

E. Breach of any express, implied, actual or constructive contract, agreement,‘warranty, guarantee or
promise, provided, however, this exclusion shall not apply to; \
1. any liability or obligation “You" would have in the absence of such contract or agreement;
2. any breach of "Your” privacy statement; or
3. any indemnity by “You" in a written contract ar agreement with “Your" client regarding any
“Privacy Wrongful Act” or “Security Wrongful Act” by “You" in falllng to preserve the
confidentiality or privacy of “Private Information™;

F.  Any of the following:

1. Any presence of pollutants or contamination of any kind; :

2. Any actual, alleged or threatened discharge, dispersal, release, or escape of pollutants or
contamination of any kind;

3. Any direction or request to test for, monitor, clean up, remove, contain, treat, detox1fy or
neutralize pollutants or in any way respond to or assess the effects of pollutants or
contamination of any kind;

4, Manufacturing, mining, use, sale, installation, removal, distribution of or exposure to asbestos,
materials, or products containing asbestos, asbestos fibers or dust;

5. lonizing radiation or contamination by radioactivity from any nuclear fuel or any nuclear waste
from the combustion of nuclear fuel;

6. Actual, potential or alleged presence of mold, mildew or fungi of any kind;

7. The radioactive, toxic, or explosive or other hazardous properties of any explosive nuclear
assembly or nuclear component thereof; or
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8. The existence, emission or discharge of any electromagnetic field, electromagnetic radiation or
electromagnetism that actually or allegedly affects the health, safety or condition of any person
or the environment or that affects the value, marketability, condition or use of any property;

G. Any of the following:
1. the purchass, sale, offer ot or solicitation of an offer to purchase or sell securities, or alleged or
actual violation of any securities law, including but not limited to the provisions of the Securities
Act of 1933 or the Securities Exchange Act of 1934, as amended, the Sarbanes-Oxley Act of
2002, or any regulation promulgated under the foregoing statutes, or any federal, state, local or
foreign laws similar to the foregoing statutes (including “Blue Sky” laws}, whether such law is
. statutory, regulatory or common law. However, this exclusion G.1. does not apply to any
“Claim" alleging or arising out of a viclation of Regulation S-P (17 C.F.R. §248) or any failure to
) disclose a “Security Breach” or violation of any “Privacy Regulation™;
2. alleged or actual viclation of the Organized Grime Control Act of 1970 {commonly known as
-. Racketeer Influenced And Corrupt Organizations Act or RICO), as amended, or any regulation '
promulgated thereunder, or any federal, state, local or forelgn law similar to the foregeing
statute; whether such law is statutory, regulatory or common law;
3. alleged or actual violation of the responsibilities, obligations or duties imposed upon fiduciaries
by the Employee Retirement Income Security Act of 1974, as amended; or
4, alleged or actiral anti-trust violations, restraint of trade or unfair competition, including without
limitation, viclations of the Sherman Act, the Clayton Act or the Robinson-Patman Act, or any
other federal, state, local, or foreign laws regulating the same or similar conduct; provided,
however, this exclusion G.4 shall not apply to a “Claim” for a "Mu[t|med|a Wrongful Act”ora
“Regulatory Claim";

H. Any “Act Of Terrorism”; strike or, similar labor action, war, invasion, act of foreign enemy, hostilities or
warlike operations (whether declared or not), civil war, mutiny, civil commotion assuming the
proportions of or amounting to a popular uprising, military rising, insurrection, rebellion, revolution,
military or usurped power, or any action taken to hinder or defend against these actions; including all
amounts, ‘Damages”, “Claims Expenses” or “Loss” of whatsoever nature directly or indirectly
caused by, resulting from or in connection with any action taken in controlling, preventing,
suppressing, or in any way relating to the above; provided, however, if “We" allege that by reason of
this exclusion any “Damages”, “Claims Expenses” or “Loss” are not covered by this Policy, the
burden of proving the contrary shall be upon “You". However this exclusion does not apply to acts
perpetrated electronically;

I.  Any of the following:

1. any circumstance or “Event” occurring, or “Wrongful Act”, act, error, or omission commltted
prior to the inception date of this Policy or, if this is a renewal, prior to thé first date of this type of
insurance granted by “Us” or any other insurer, that a member of the “Control Group” knew, or
could have reasonably foreseen that such circumstance, “Event”, “Wrongful Act" act, error, or
omission a “Claim” or lead to an “Event™;

2. any “Claim”, “Event” or circumstance of which notice was provided to “Us"-or another insurer
prior to the “Policy Period” that was, could reasonably be expected to be, or lead to, the type of
"Claim” or "Event” potentially covered by this Policy; or

3. any circumstance occurring or “Event” commencing, or “Wrongful Act”, act, error, or omission
committed prior to the "Retroactive Date”;

J. Any criminal conduct, dishonest act, intentional violation of the law, unfair or deceptive business
practice, fraudulent or malicious act, or errar or omission committed by “You” with actual criminal,
dishonest, fraudulent or malicious purpose or intent; provided, however, this exclusion shall not
apply to:

1. “Claims Expenses” incurred in defending any such “Claim™ until there is a final adjudication,
judgment, binding arbitration decision or conviction against “You” in such “Claim" or an
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admission by “You” establishing such conduct, or a plea of nolo contendere or no contest by
“You" regarding such conduct, in which event “You" shall reimburse “Us” for all "Claims
Expenses” that “We" have paid and “We" shall have no further liability for “Claims Expenses”
from such “Claim"; and

2. any of “You" who did not personally commit, personally participate in committing. or personally
acquiesce in such conduct, except that this exclusion shall apply with respect to “Your
Organization” If an admission, final adjudication, or finding in a proceeding separate or collateral
to the “Claim” establlshes that a current member of the “Control Group” in fact engaged in such
conduct;

. Any “Claim” made by or on behalf of:
1. any person or entity within the definition of *You" against any other Insured person or entity
- within the definition of “You"; provided, however, this exclusion shall not apply to an otherwise
- potentially covered “Claim” under Coverage A made by a current or former "Employee™ of “Your
- QOrganization"; 0
2. any entity Wthh
a. is operated, managed, or controlled by “You" or in which “You® have an ownership interest
in excess of fifteen percent (15%) or in which “You” are an officer or director; or
b. operates, controls, or manages “Your Organization”, or has an ownership interest of more
than fifteen percent (159%) in “Your Organization”;

*Your” activities as a-trustee, partner, officer, director,.or “Employee” of any employee trust,
charitable organization, corporation, company or business other than “Your Grganization™;

. Any alleged or actual;
1. infringement or viclation of patent rights; or
2. misappropriation, theft, copying, display or publication of any trade secret;

. Any trading losses or trading liabilities; the monetary value of any electronic fund transfers or
transactions by or on behalf of "You" which is lost, diminished, or damaged during transfer from, into
or between accounts; or the face value of coupons, price discounts, prizes, awards, or any other
valuable consideration given in excess of the total contracted or expscted amount; provided,
however, this exclusion will not apply to any "Breach Response Costs” incurred due to a “Security
Breach”.

With respect to Insuring Coverage G only, this Policy does not ‘apply to any “Damages”,."Claims
Expenses”, Loss" or other amounts arising out of, or resulting, directly or indirectly from:

Any failure of:

1. telephone lines; )

2. data transmission lines or wireless communications connectiom; or .~ . -«

3. other telecommunications equipment, faciiities or electronic infrastructure; including equipment,
facilities or infrastructure that supports the operation of computer networks, including the
“Internet”, which are used to transmit or receive voice or data communications and which are
not under "Your” direct operational control or, if applicable, not under the direct operational
control of “Your" "Service Provider™;

Any seizure, confiscation, nationalization, or destruction of, or damage to or loss of use of any
“Digital Asset" or “Your” “Computer Systems" by order of any governmental authority;

. Ordinary wear and tear or gradual dsterioration of “Digital Assets” or “Computer Systems™ cn which
“Digital Assets” are processed or stored, whether owned by “You" or others; or
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R.

The physical loss of, damage to or destruction of tangible property, including the loss of use thereof;
however, “tangible property” does not include “Digital Assets”, but does include all computer
hardware;

NOTE: Exclusions O through R apply to Coverage G only.

V. DEFINITIONS

A

-

B.

C.

“Acquiring Bank” means a bank or financial institution that accepts credit and/or debit payments
(including credit cards, debit cards, stored value cards and pre-paid cards) for products or services
, on behalf of a merchant, including processing and crediting those payments to a merchant.

“Act Of Terrorism” means:

1. any act certified an "Act Of Terrorism” pursuant to the federal Terrorism Risk Insurance Act of
. 2002 or otherwise declared an “Act Of Terrorism” by any government;

2. any-act committed by any person or group of persons designated by any government as a
terrorist or.terrorist group or any act committed by any parson or group of persons acting on
behalf of or in connection with any organization designated by any government as a terrorist
arganization; or

3. the use of force cr violence and/cr the threat thereof by any person or group of persons,
whether acting alone or on behalf of or in connection with any organization or government,
committed for paolitical, religious, ideological, or similar purposes, including the Intention to
influence any government and/or put the public, or any section of the public, in fear.

*Application” means all applicationé.-including any attachments thereto, and all other information and
materials submitted by “You” or on "Your” behalf to “Us™’in connection with the underwriting of this
Policy.

“Bodily Injury” means injury to the body, sickness,. or disease sustained by any person, and where
resulting from such injuries, mental anguish, mental injury, shock, humiliation, emotional distress,
loss of consortium, or death.

“Breach Response Costs” means the following fees, costs, charges or expenses, if reasonable and
necessary, that.our “Breach Response Team™ incurs in responding to a "Security Breach” during the
period of twelve (12) months after “You" first leam of such “Security Breach™:

1. forensic professional fees and sxpenses to determine the cause and extent of such “Security
Breach” and terminate the “Security Breach” (however, betterment of the *Computer System” is
not covered or included within this definition), including restoration, recreahon or recol[ectlon of
"Digital Assets";

2. "Breach Response Counsel® fees and expenses to: determine whether “You” are obligated
under applicable “Privacy Regulations” to notify applicable regulatory agencies or,individuals
affected or reasonably believed to be affected by such "Security Breach”; effect compliance with
any applicable “Privacy Regulations”; draft the text of privacy notifications to individuals affected
or reasonably believed 10 be affected by such “Security Breach”; and, coordinate the
investigation of such “Security Breach”;

3. costs to notify individuals affected or reasonably believed to be affected by such "Security
Breach”, including printing costs, publishing costs, postage expenses, call center costs or costs
of notification via phaone or e-mail, including “voluntary notification” where “You" have no legal
obligation to provide notification, but wish to do so to protect “Your” brand and reputation;

4, “Credit Monitoring Expenses”; and

5. public relations expenses.
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“Breach Response Costs” do not include “Your” overhead expenses or any salaries, wages, faes, or
benefits of “Your" “Employees”.

“Breach Response Counsel" means the vendors approved in the Breach Response Team

Endorsement and vendors as appointed by “Us".

“Breach.Response Team” means the vendors approved in the Breach Response Team
Endorsement and vendors approved by "Us”.

“Business Income Loss” means:

. 1.. "Eamings Loss"; and/or

2. “Expenses Loss".

"Business Income Loss” doés not.include:

1) any contractual penalties;

2) any costs or expenses incurred to update, upgrade, replace, restore or otherwise improve any
"Computer System” to a leve! beyond that which existed prior to a “Network Disruption”;

3.) any costs or expenses incurred to identify, remove or remediate computer program errors or
vulnerabilities, or.costs to update, upgrade replace, restore, maintain or otherwise improve any
“Computer System”; |

4) any legal costs or expenses or other amounts arising out of [tability to any third (3rd) party;

5) any amounts incurred as a‘result of unfavorable business condntnons or

6) any other consequential amounts loss ar damage D .

"Claim” means: . '

1.  Awritten demand recewed by “You" for money or sewlces, including the service of a civil suit or
institution of arbitration proceedings; =

2. Initiation of a civil suit against “You” seekmg injunctive rellef

3. Solely with respect to Coverage B., a "Regulatory Claim” made against “You or

4, Solely with respect to Goverage H., a “PCl DSS Assessment"

Multiple “Claims"” arising from the same or a senesof related or repeated “Wrongful Acts”, acts,
errors, or omissions or from any continuing “Wrongful Acts”, acts, errors or omissions shall be
considered a single “Claim® for the purposes of this Policy, imespéctive of the number.of claimants.or
“You" involved therein. All such related “Claims” shall be deérried to have been first made at the
time the eartiest such "Claim” was made or deemed made under Section IX.A.

“Claims Expensss” means:

1. reasonable and necessary fees charged in the defense or settiement of a “Claim™ by an attorney
whom “We" designate or whom “You" designate with “Qur” prior written consent such consent
not to be unreasonably withheld; and

2. all other legal costs and expenses resulting from the investigation, adjustment; defense and
appeal of a “Claim”, if incurred by “Us” or by “You" with "Qur” prior written consent; however,
“Claims Expensas” do not include “Your” overhead expenses or any salaries, wages, fees, or
benefits of “Your" “Employees" for any time spent in cooperating in the defense or investigation
of any “Claim” or circumstance that might lead to a "Claim”.

“Computer System” means electronic, wireless, web or similar systems (including all hardware and
software) used to process data or information in an analog, digital, electronic or wireless format,
including computer programs, electronic data, operating systems, and components thereof,
including but not limited to laptops, personal digital assistants, cellular phones, media storage and
petipheral devices, media librarigs, associated input and output devices, networking equipment, and
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electronic backup equipment. With respect to Coverage G only, "Computer System” means a
“Computer System” over which “You" have direct operational control or that is under the direct
operation control of a "Service Provider” used to process, maintain or store “Your” "Digital Assets”.

“Consumer Redress Funds” means any sums of money “You" are legally required to depositin a

‘fund for the payrnent of consumers dus to a settlement of, or an adverse judgment in, a “Regulatory

Cla|m

. “Control Group" means the board members, executive officers, Chief Technology Officer, Chief

Information Officer, Risk Manager and General Counsel or their functional equivalents of “Your
Organlzatlon" This does not mclude any administrative staff who work in the offices of these named
positions.

. ““Credit Monitoring Expenses” means the reasonable and necessary expense of providing free credit

report, identity theft protection services, credit monitoring services, credit freezes, healthcare fraud
moenitoring services, fraud alerts or call center services for customers affected or reasonably believed
to be affected by a "Security Breach”. However, “We" shall not be cobligated to pay for more than
twelve (12) months from the date of enrollment in such services, unless there is.a statute, rule,
regulation, court ruling or requirement By a regulator requiring otherwise, or in the opinion of “Breach
Response Counsel”, offering more than 12 months will justifiably reduce “Your” potential liability,
“Damages” or "Loss”. .

. “Cyber-Extortion Threat” means a credible threat or connected series of threats made by someone

other than a member of the “Control Group™

1. tointroduce “Malicious Code".into “Your” “Computer System

2. tointerrupt “Your" “Computer System” or interrupt access to “Your” "Computer System”, such
as through a “Denial of Service Attack”;

3. to corrupt, damage or destroy “Your” “Computer System”; or

4, todisseminate, divuige, or improperly utilize any “Private Information” on “Your" “Computer
Systems” taken as a result of a "Network Disruption”,

. “Cyber-Extortion Payment” means any sum paid.to or at the direction of any third (3rd) party that

“You" reasonably believe to be responsible for a “Cyber-Extortion Threat”; provided that:

1. “You" obtain "Our” written consent prior to making such "Cyber-Extortion Payment®; -

2. “You" make such “Cyber-Extortion Payment” to terminate the "Cyber-Extortion Threat”; and

3. the “Cyber-Extortion Payment” does not exceed the amounts "We" reasonably believe would
have been incurred had such “Cyber-Extortion Payment” not been made.

. *Cyber-Extortion Expenses” means the reasonable and necessary expenses “You” Incur with “Our”

approval in evaluating and responding to a “Cyber-Extortion Threat”. However, “Cyber-Extortion -
Expenses” do not include "Your" overhead expenses or any salaries, wages, fees, or benefits of
“Your” “Employees”.

. “Damages” means:

1. Solely with respect to Coverages A, D, E and H, 2 monetary judgment, award or settlernent,
including:

a. Pre-judgment interest;

b. Post-judgment interest that accrues after entry of the judgment or award and before "We"
have paid, offered to pay or deposited in court that part of the judgment or award within the
applicable Limits of Liability; and

c. subject to this Policy’s terms, conditions, and exclusions, punitive or exemplary “Damages”
(where insurable by the applicable law that most favors coverage for such “Damages”); and

2. Sdlely with respect to Coverage B, "Regulatory Fines” and "Consumer Redress Funds”.
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“Damages” shall not include or mean:

1. "Your" future profits, restitution, or disgorgement of profits; or *Your" cost to comply with any
order granting injunctive or non-manetary relief, including specific performance, or any
agreement o provide such relief;

2. "Your” return or offset of fees, charges, royalties, or commissions for goods or services already

' provided or contracted to be provided;

fines or penalties of any nature, except those that are part of “Regulatory Fines" and "Consumer
Redress Funds™as identified above, or sought in a "PCI DSS Assessment”;

any amount “You” are not financially or legally cbligated to pay;

the portion of multiplied “Damages” awarded in excess of actual or compensatory damages;
any donations or contributions to any charitable organization;

charge backs, interchange fees, discount fees or prospective services fees sought, awarded or
agreed to as part of a settlement in a “PC! DSS Assessment”; or

w

No oA

8. matters that may be deemed uninsurable under law. “We" shall apply the most favorable state

- law to “You" in determining insurability.

“Denial of Service Attack” means unauthorized attacks or deliberate cverloading of bandwidth
connections and/or web servers by means of the sending of substantial quantities of repeat or
irrelevant communication or data with-the intent of blocking access to “Your” “Computer System”
through the “Internet” by third (3rd) parties.

“Digital Assets” means any electronic data, including personally identifiable, non-public information,
or computer software over which “You" have direct contro! or for which such control has been
contractually assigned by “Your Organization” to a “Service Provider”. “Digital Assets” do not include
computer hardware of any kind.

“Eamings Loss” means the difference between the revenue that “Your Organization” would have
eamed, based on reasonable projections and the variable costs that would have been incurred, but
which “Your Organization” would have saved as a result of not earning that revenue.

"Employes” means any individual in “Your Organization's” service, including any part-time, seasonal,
and ternporary employee, who is compensated by salary, wages, fees or commissions, or unpaid
intern or volunteer over whom “You” have the right to direct and control, but excluding any partner
or director of "Your Organization™.

“Event” means a "Security Breach” to which Coverages C or G potentially apply, a "Cyber-Extortion
Threat", or a "Sacurity Compromise” or "Network Disruption” to which Coverage G potentially
applies. .

Multiple “Events” arising from the same or a series of related or repeated “Events”, acts, errors, or
omissions, or from any continuing “"Events”, acts, errors, or omissions shall be considered a single
“Event” for the purposes of this Policy. All such related “Events” shall be deemed to have first
occurred at the time the earliest such “Event” first occurred or commenced.

"Expenses Loss" means the additional expenses “Your Organization” incurred to minimize the
suspension of business and to continue operations that are over and above the expensas that “Your
Organization” reasonably and necessarily would have incurred to conduct *Your” business had no
“Network Disruption” occurred. These additional expenses do not include any “Restoration Costs”
or any actual, reascnable and necessary expenses “You™ incur in response to a "Netwark
Disruption” in order to prevent, minimize or mitigate any further damage to “Your" “Digital Assets”,
minimize the duration of a “Netwaork Disruption” or preserve critical evidence of any wrongdoing.

“Extended Reporting Period” means the period of time after the end of the "Policy Period” for
reporting “Claims” as provided in Section VI, of this Palicy.
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Z. "Intranet” means a private computer network inside a company or organization that uses the same
kinds of software found on the “Internet”, but only for internal use.

AA. “Intermnet” means the worldwide public network of computer netwerks which enables the
transmission of electronic data between different users, commaonly referred to as the “Intemnet”, including
a private communications network existing within a shared or public network platform.

BB.“Loss(es)" means:

“Business Income Loss";

“Breach Raesponss Costs”;

“Reputation Business Income Loss";

"Restoration Costs"; and

*Cyber-Extortion Payments” and “Gyber-Extortion Expenses”.

N

CC."Malicious Code” means any unauthorized and corrupting or harmful computer code, including but
not limited to computer viruses, spyware, Trojan horses, worms, logic bomibs, and mutations of any
of the proceeding.

DD."Media Content™ heans data, digital code, images, graphics, sounds, text or any other similar
material regardless of the'method or medium of communication of such content or the purpose of
the communication.

EE. “Multimedia Wrongful Act” means any of the following acts committed in the ordinary course of
"“Your Organization’s” business in gathering, communicating, reproducing, publishing, disseminating,
displaying, releasing, transmitting or disclosing “Media Content” via any “Computer System” that
“You" own or cperate or is aperated on “Your” behalf by a third (3rd) party, including any web-based
social media authorized or operated by “Your Organization” or any “Intemet” or “Intranet” website, or
via any non-glectronic media: .

1. defamation, libel, slander, product disparagement; trade libel, infliction of emotional-distress,
outrage, outrageous conduct, or other tort related to disparagement or harm to the reputation
or character of any person or organization;

2. invasion of or interference with the right to privacy or publicity;

3. false arrest, detention or imprisonment or malicious prosecution;

4. infringement of any right to private eccupancy, including trespass, wrongful entry, eviction or
eavesdropping;

5. infringement of copyright, domain name, trade dress, title or slogan, or the dilution or
infringement of trademark, service mark, service name or trade name;

6. plagiarism, piracy or misappropriation of ideas; or

7. other conduct causing liability regarding any” Media Content” for which “You" are responsible;

provided always that any "Multimedia Wrongful Act” was committed or alleged to havé been committed
by You”, or any person for whom or entity for which “You” are legally responsible, including an
indapendent contractor or outsourcing organization.

FF. "Network Disruptiori” means any of the following incidents:
a fallure, interruption or degradation of the operation of “Your” “Computer System”; or
the denial, restriction or hindrance of access to or use of “Your" “Computer System" or “Your”
“Digital Assets” by any party who is otherwise authorized to have access.

More than one such incident that results from the same or related underlying facts, circumstances,

situations, transactions or “Security Compromises” shall be considered a single "Network
Disruption” which first occurs on the date of the earliest of such events.
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GG."PCI DSS Assessment(s)” means a written demand received by “You" from “Your” “Acquiring Bank”
or a card association {MasterCard, VISA, Discover, American Express or JCB) for monetary fines,
penalties, reimbursements, PFI fees/expenses, or fraud recoveries or assessments, but not including
any charge backs, interchange fees, discount fees or prospective services fees.

HH."PCI Data Security Standards” (known as PC! DSS) means the published data security standard in
effect now or as hereafter amended that all merchants and processors must follow when storing,
processing and transmitting cardholder data.

II. “PCI DSS Wrongful Act” means “Your" actual or alleged non-compliance with “PCl Data Securlty
Standards”:

~JJ. “Period of Restoration” means the time period from the commencement of a “Network Disruption” to
the date that “Your” “Computer System” is, or with reasonable diligence could have been, restored
to the condition and functionality that existed immediately prior ta the “Network Disruption®.

KK. “Policy Period” means the period of time from the effective date to the expiration date specified in
the Policy, or any earlier cancellation} date.

LL. “Privacy Breach” means a cornmon law breach of confidence, infringement, or violation of any rights
to privacy, including but not limited to breach of “Your” privacy statement, breach of a person's right
of publicity, wrongful collection, false-light, intrusion upon a person’s seclusion, public disclosure of
“Private Information”, or misappropriation of a person's picture or name for commercial gain.

MM. “Privacy Regulations" means any federal, state, local or foreign statute or regulation requiring “You"
to limit or control the collection, use of, or access to, “Private Information” in “Your” possession or
under “Your” control, or obligating “You” to inform customers of the “Unauthorized Access” or
disclosure of such personally identifiable, non-public information; including the following statutes and
regulations:

1. the Health Insurance Portability and Accountability Act of 1996 (Public Law 104-191), including
Title ! requiring protection of confidentiality and security of eledtronic protected health
information, and as amended by the Health. Information Technology for Economic and Clinical
Health Act (HITECH), any rules and regulations promulgated thereunder-as they currently exist
and as amended, and any related state medlca| privacy laws as they currently exist and as
amended; )

2. the Gramm-Leach-Bliley Act of 1999, also known as the: Financial Services Modemization Act of
1999, including sections conceming security protection and. standards for customer records
maintained by financial services companies, and the rules and regulations promulgated
thereunder as they currently exist and as amended;

3. Section 5(a) of the Federal Trade Commission Act, 15 U.S.C. 45(a)}, but solely wnth respect to
alleged unfair or deceptive acts or practices in or affecting commercs;

4. federal, state or local privacy protection regulations or laws, such as the-California Database
Protection Act of 2003 (previously called SB 1386), as they currently exist now or may be
amended, associated with the control and use of, or limiting “Unauthorized Access” to, personal
information, including but not limited to requirements to post privacy pOlICIES adopt specific
privacy controls, or inform customers of breaches of security that has- or .may - [impact their
personal information;

5. federal, state or local data breach regulations or laws, as they currently exist now or in the
future, imposing liability for failure to take reasonable care to guard against “Unauthorized
Access” to credit or debit account information that is in “Your” possession or under “Your”
controf;

6. Identity Theft Red Flags under the Fair and Accurate Credit Transactions Act of 2003;

7. federal and state consumer credit reporting laws, such as the Federal Fair Credit Reporting Act
(FCRA) and the California Consumer Credit Reporting Agencies Act (CCCRAA);

8. the Children's Online Privacy Protection Act of 1998; and

9. privacy protection regulations or laws adopted by countries outside of the United States, such
as the EU Data Protection Dirsctive and the Canadian Personal Information Protection and
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Electronic.Documents Act, as they currently exist now or may be amended, associated with the
collection, control and use of, or limiting "Unauthorized Access” to, personal information.

NN.“Privacy Wrongful Act”-means any "Privacy Breach” or breach of "Privacy Regulations™ actually or
allegedly committed by “You” or by any person or entity for which “You" are legally responsible,
including an independent contractor or outsourcing organization.

. 00."Private Information” means any:

1. proprietary or confidential information owned by a third party or “You®;
2. information that can be used to determine, distinguish or trace an individual's identity, either
alone or when,combined with other information that is linked or linkable to a specific individual.

if'P..."PrOperty Damage” means physical injury to or destruction of any tangible property, including the
loss of use thereof. Electronic.data is not considered tangible property.

QQ. "Flegulatory ‘Claim” means:

1. any'request for information, civil investigative demand or formal investigation of “You" by an
administrative or regulatory agency or. similar governmental bedy concerning a “Privacy Breach”
or possible:breach of “Privacy Regulations”; or

2. any administrative or civil proceeding against “You” by an administrative or regulatory agency or
similar governmental body. for a breach of "Privacy Hegulations"

RR. "Regulatory Fines” meansfines, penalhes. or sanctuons awarded for a violation of any "Privacy
Regulation”.

S8. “Reputation Business Income Loss” means: y

1. “Eamings Loss" and/or
2. “Expenses Loss";

solely due to the loss of current or future customers during a 12-month period following a notification to "Us”
in accordance with Section IX.A of a “Security Breach” or "Network Disruption” and whera such customer
loss arises directly from a “Security Breach” or “Network Disruption”.

“Reputation Business Income Loss™ doss not include or mean:

1. any contractual penalties; ’

2. any costs or expenses incurred to update, upgrade, replace, restore or othenmse improve any
"Computer System” to a level beyond that which existed prior to a *Netwark Disruption”;

3. any costs or expenses incurred to identify, remove or remediate computer program errors or
vulnerabilities, or costs to update, upgrade, replace, restore, maintain ar othervwse improve any
‘Computer System”;

4. any legal costs, expenses or other amounts arising out of liability to any third party;

5. any amounts incurred as a result of unfavcrable business conditions; or

6. any other consequential amounts, loss or damage.

TT. “Restoration Costs" means the actual, reasonable and necessary costs *You" incur to replace, restore,
or re-create “Your” “Digital Assets” to the level or condition at which they existed prior to sustaining any
alteration, destruction, damage or loss thereof. If such “Digital Assets™ cannot be replaced, restared or
re-created, then “Restoration Costs” will be limited to the actual, reasonable and necessary costs “You"
incur to reach this determination. “Restoration Costs” do not include:
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1. any costs “You" incur to replace, restore or re-create any of "Your” “Digital Assets” that were not
subject to regular network back-up procedures at the time of the alteration, destruction, damage or
loss;

2. any costs or expenses incurred to update, upgrade, replace, restore or otherwise improve “Your”
“Digital Assets" to a level beyond that which existed prior to sustaining any alteration destruction,
damage or loss thereof;

3. any costs or expenses incurred to identify, remove or remediate computer program errors or
vulnerabilities, or costs to update, upgrade, replace, restore, maintain or otherwise improve any

~ "Computer System”; or
4. the economic or market value of any “Digital Assets”, including trade secrets.

:UU.“F{etroactive Date” means the date specified in ITEM 7. of the Declarations.

VV. “Security Breach"” means:

1. theloss or disclosure of “Private Information” in “Your” care, custody or control, including such
information stored on paper or on a "Computar System” operated by “You” or on “Your" behalf;
or

2. “Theft of Data", “Unauthorized Access” to or “Unauthorized Use” of “Private Information” in
“Your" care, custody or control, including such information stored on paper or on a “Computer
System” operated by “You" or on “Your” behalf;

that results in or may-result in the compromise of the privéc_:y or confidentiality of “Private
Information”.

More than one “Security Breach” arising from the same or a series of continuous, repeated or
related acts, errors, or omissions shall be considered a single “Security Breach”, which shall be
deemed to have first occurred at the time of the first such “Security Breach”.

WW.  “Security Compromise” means:
1. the “Unauthorized Access” or “Unauthorized Use” of “Your” *Computer System” or Your®

“Digital Assets";

2. the unautharized transmission of computer code into "Your” “Computer System"” that causes
loss or damage to “Your” "Digital Assets”; or ~

3. a‘"Denial of Service Attack” on “Your” "Computer System® that causes loss or damage to “Your”
“Digital Assets".

XX. “Security Wrongful Act” means any act, error, or omission committed by “You™ or & person or entity
for which “You” are legally responsible, including an independent contractor or outsourging
organization, in the conduct of * Gomputer Systems™ security and the protection of the security and
confidentiality of "Private Information”, that results in:

1. the inability of a third (3rd) party, who is authorized to do so, to gain access to “Your" “Computer
Systems”;

2. the failure to prevent or hinder “Unauthorized Access” to or “Unauthorized Use” .of a “Computer
System” operated by "You" or on “Your" behalf, the failure to prevent physical theft of hardware
or firmware "You" control, the failure to prevent people or processes security failures, or the
failure to prevent false communications designed to trick the user into surrendering “Private
Information” {such as phishing, pharrning or vishing), any of which results in:

a. The alteration, copying, corruption, destruction or déletion of, or damage to, electronic data
on a "Computer System” operated by “You™ or on “Your® behalf;

Unauthorized disclosure of “Private Information™;

“Theft of Data” {including identity theft); or

Denial of service attacks against "Internet” sites or "Computer Systems” of a third (3rd)

party; or

2o
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3. the failure to prevent transmission of “Malicious Code” from a “Computer Sysiem” operated by
“You” or.on “Your" behalf to a third (3rd) party's "Computer System”.

YY. “Service Provider” means any third (3rd) party that is responsible for the processing, maintenance,
protection or storage of "Digital Assets” pursuant to a written contract directly with “Your
Organization”. A “Service Provider” does not include any provider of telecommunications services,
Including “Internet” access, to “You”.

-.ZZ. "Subsidiary” means any corporation of which more than fifty percent (50%;) of the outstanding
securities representing the present right to vote for the election of such corporation's directors are
owned by the “Named Insured” directly or indirectly, if such corporation was so owned on the
- inception date of this Policy; or
1. becomes so owned after the inception date of this Policy, provided the revenues of the newly
-acquired corporation do not exceed fifteen percent (15%) of “Your Organization's” annual
revenues as set forth in its most recent audited financial statement; or

2. becomes so owned after the inception date of this Policy, provided that if the revenues of the
newly acquired corporation exceed fifteen percent (15%) of “Your Organization's” annual
revenues as set forth in its most recent audited financial statement, the provisions of Section IX.
I. must be fulfilled.

AAA. “Theft Of Data” means the unauthorized taking, misuse or disclosure of information on
“Computer Systems”, including but not limited to charge, debit, or credit information, banking, financial
and investment services account information, proprietary-information, and “Private Information”.

BBB. “Unauthorized Access” means the gaining of access to a “Computer System” by an
unauthorized person or an authorized person in an unauthorized manner.

CCC. ‘“Unauthorized Use” means the use of a “Computer System” by an unauthorized person or an
authorized person in an unauthorized manner.

DDD. “Whaiting Period” means the date specified in ITEM 12. of the Declarations.
EEE. “We", “Us" or "Our” means the underwriters providing this insurance.

FFF. "Wrongful Act” means a “Privacy Wrongful Act”, “Security Wrongful Act”, “Mult|med|a Wrongful
Act”, or “PCI DSS Wrongful Act”.

GGG. “You" or "Your" or “Yours” means;

1. the entity named in ITEM 1. of the Declarations (“Named Insured”) and its “Subsidiaries”
(together “Your Organization™);

2. any present or future director, officer, or trustee of “Your Organization®, but only with respect to
the performance of his or her duties as such on behalf of “Your Organization”;

3. any present or future "Employes” of “Your Organization” but only with respect to work done
while acting within the scope of his or her employment and related to the conduct of *Your
Organization's” business;

4, in the event that the *Named Insured” is a partnership, limited liability partnership, or limited
liability company, then any general or managing partner, principal, or owner thereof, but only
while acting within the scope of his or her duties as such;

5. any person who previously qualified as “You" under 2, 3, or 4 above prior to the termination of
the required relationship with “Your Organization®, but only with respect to the performance of
his or her duties as such on behalf of "Your Organization®;

6. the estate, hairs, executors, administraters, assigns and legal representatives of any of “You" in
the event of “Your” death, incapacity, insolvency or bankruptcy, but only to the extent that “You”
would otherwise be provided coverage under this insurance;
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7. any agent or independent contractor, including any distributor, licensee or sub-licensee, but only
while acting &n.“Your” behalf, at “Your” direction, and under “Your” control; and

8. - any third (3rd) party entity (including a HIPAA Covered Entity) required by contract to bs named
*as aninsured under this Policy, but only in respect of sums which they become legally obligated
to pay (including'liability for claimants’ costs and expenses) as a result of a “Claim” arising solely

out of an act, error,or omission committed by “You”, provided that:
a) “You" contracted in writing to indemnify the third (3rd) party for such a “Claim” prior to it first
" being made against them; and
“b). ‘had the “Claim” been made against “You", then "You" would be entitled to indemnity under
this Policy. .

As a éendltlon to “Our” indemnification of & any third (3rd) party they shall prove to “Our” satisfaction that
- the "Claim™ arose sole[y out of a~*Wrongful Act”, act, error or omission committed by “You"; and where a

third (3rd)) party is indemnified as an additional insured as a result, it is understood and agreed that any
“Claim” made by that third.(3rd) party against "You" shall be treated by “Us” as if they were a third (3rd)
party, not an addmonal insured. ’

{
1

LIMITS OF LIABILITY

A. The amount stated 4in the Policy as stated in.ITEM 3.A of the Declarations (herein the “Policy
Aggregate Limit") is: the most “We" will pay in-the aggregate*under this Policy, under all Coverages
combined, for: . :

1. all“Damages”;
2, all “Claims Expenses”; and
3. all “Loss";

regardless of the number of “Clalms" “Events" "Wrongful Acts . acts, errors, or omlssu:ns insured
persons, insured entities or claimants involved, or Coverages tnggered

B. For any Coverage purchased as indicated in I‘I’EM 3.B of the Declarations, any Per Single “Claim”,
Per Single “Event” or Aggregate Per Coverage “Subllmlt(s) of Liability” shall be part of, and nat in
addition to, the “Policy Aggregate Limit".

C. If any single “Claim®, single “Event”, or single “Event™-combined with a single “Claim” directly.arising
therefrom ("Combined Matter”) is covered under more-than ane Coverage; .the highest applicable
Per Single “Claim" or Per Single "Event” “Sublimit of Liability” shall be the most “We" shall pay as to
such single “Claim”, single “Event” or “Combined Matter”, and such single “Claim”, smgle “Event” or.
“Combined Matter” shall be subject to the highest applicable retention.

D. Any Aggregate Per Coverage “Sublimit of Liability” as stated in ITEM 3.B. of the Declaratlons shall be
the most "We" will pay in the aggregate for any given Coverags, for:
1. all “Damages”;
2. all "Claims Expenses"; and
3. all“Loss";

regardless of the number of “Claims”, "Events”, “Wrongful Acts”, acts, errors, or omissions, insured
persons, insured entities or claimants t¢ which such given Coverage applies.
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VIl. RETENTIONS

The retention for each Coverage is stated in ITEM 4 of the Declarations. The applicable retention shall

be first applied to “Damages”, “Claims Expenses” and “Loss" covered by this Policy and “You" shall

make direct payments within the retention to appropriate other parties designated by "Us”. “We" shall

be liable only for the amounts in excess of the retention, not to exceed the applicable “Sublimit(s) of

Liability” or''Policy Aggregate Limit". Each single “Claim”, single "Event” or "Combined Matier” shall be
deemed to be one single potentially covered matter, and only one retention shall apply thereto. Where
‘multiple Coverages potentially apply to a single "Claim”, single "Event” or “Combined Matter”; only one
" retention shall apply and this shall be the highest retention applicable to such Coverages.

f\_ld retention is applicable to “Breach Response Counsel” fess and expenses.

e ’ - s
With respect to Coverage G. 1, the applicable retention amount set farth in the Declarations applias
once the "Period of Restoration” resulting from a “Network Disruption” has exceeded the “Waiting
Period” in hours set forth in the Declarations; then the “Business Income Loss" to which such retention
amount applies shall be computed as of the commencement of such “Networlk Disruption”.

At "Our” sole and absolute discretion, "We" may pay all or part of the applicable retention, in which case
“You" agree to repay “Us" immediately after “We" notify “You” of the payment; and such payment or
repayment of any amount within the retention shall be first applied to “Damages”, “Claims Expenses”
and “Loss” covered by this-Policy.

VIIl. EXTENDED REPORTING PERIOD

A. Basic “Extended Reporting Period™: In the event of cancellation.or non-renewal of this Policy by
“You" or "Us”, an “Extended Reporting Period” of sixty (80) days immediately following such
cancellation or non-renewal shall be automatically granted hereunder at no additional premium.
Such "Extended Reporting Period” shall cover “Claims” first made'and reported to “Us” during
such sixty (60) day “Extended Reporting Period” but only in respect of any.act, error, or
omission committed prior to the date of cancellation or non-renewal, and subject to all other
terms, conditions, and exclusicns of this Policy. No "Claim” in such sixty (60) day extended
reported period shall be covered under this Policy if “You" are entitled to indemnity under any.
other insurance or would have been entitled to indemnity under such insurance but for the
exhaustion thereof.

B. Optional “Extended Reporting Period™: In the event of cancellation of non-renewal of this Policy
by “You" or "Us”, “You" shall have the right, upon payment in full and not proportionally or -
otherwise in part, of hundred percent (100%) of the annual premium shown in the Pglicy, to
have issued an endorsement providing a twelve (12) month optional “Extendéd Reporting
Period” after the end of the “Policy Period™. o
1. Such optional “Extended Reporting Period” shall cover “Claims” made and reported to “Us”

during this opticnal “Extended Reporting Period”, but only in respect of any *Claim” arising
out of any act, error, or omission ¢committed prior to the date of cancellation or non-renewal,
and subject to all other terms, conditions, and exclusions of the Policy.

2. Inorder for “You" to invoke the optional “Extended Reporting Period”, the payment of
additional premium as stated in this provision must be paid to “Us™ within thirty {30) days
after the end of the "Policy Period".

3. At the commencement of the optional "Extended Reporting Pericd”, the entire premium
shall be deemed fully eamed, and in the event “You"” terminate the optional “Extended

Quotation RPS-Q-0475817Mf1 | Page 26 of 44 Powered by [RRsM{sM]



Reporting Period” for whatever reason prior to its natural expiration, "We" will not be liable to
return any premium paid for the optional “Extended Reporting Pericd”.

C. Terms and conditions of basic and optional “Extended Reporting Period”

1. Atrenswal of this Policy, “Our” quotation of different premium, retention or limit of indemnity
or changes in-policy language shall not constitute non-renewal by "Us” for the purposes of
granting the optional “Extended Reporting Pericd".

2. Theright to the “Extended Reporting Period” shall not be available to “You" where “We”"
cancel or non-renew due to non-payment of premium,

3. The limit of liability for the "Extended Reporting Period” shall be part of, and not in addition
to, the limit of liability for the “Policy Period".

‘4. Ali notices and premium payments with respect to the "Extended Reporting Period” shall be
directed to “Us” throtigh the entity named in the Policy.

IX. TERMS AND CONDITIONS
A. NOTICE OF CLAIM OR CIRCUMSTANCE THAT MIGHT LEAD TO A CLAIM

1. If any “Claim” is made against “You" during the "Policy Period” {or an “Extended Reporting
Period”, if applicable), or an “Event” first occurs during the “Palicy Period”, then as soon as
practicable after a member of the “Contro! Group” becomes awarae of such “Claim” or “Event”,
“You" must provide -notice thereof to “Us” through the person identified in ITEM 8. in the
Declarations, during the "Policy Period” (or an “Extended Reporting Period”, if applicable),
including every demand, notice, summons ¢r other process “You" or “Your® representative
receive.

2. If during the "Policy Period" a member of the “Control Group” becomes aware of any situation,
circumstance, “Wrongful Act”, act, error ar omission that might reasonably give rise to a “Claim”,
and if “You" give written notice to “Us” through the person identified in ITEM 8, in the
Declarations, as socon as practicable during the “Policy Period”, of:

a. The specific details of the situation, circumstance, “Wrongful Act”, act, error or omission that
might reasonabily give rise to a “Claim™;
b. The possible damage which may result or has resulted from the situation, circumstance,
“Wrongful Act”, act, error or omission;
¢. A description of how “You" first became aware of the situation, circumstance, "Wrongful
Act”, act, error or omission; and
d. Any “Computer System" security and event logs which provide ewdence of the situation,
circumstance, “Wrongful Act”, act, error or omission,
then any subsequent “Claim” made against “You” arising out of such sﬂuat:on. circumstance,
“Wrongful Act”, act, error or omission which is the subject of the written notice will be deemed to
have been first made at the time written notice complying with the above requirements was first
given to “Us".

3. A "Claim” shall be considered to be reporied to “Us” when notice is first given 1o “Us” through
the person identified in [TEM 8. in the Declarations or when notice of a situation, circumstance,
“Wrongful Act”, act, error or omission which might reasonably give rise to a “Claim” is first
provided in.compliance with Section IX.A.2 above. An “Event” shall be considered reported to
“Us” when notice is first given to “Us” through the person identified in ITEM 8. in the
Declarations.

4. Whsnever coverage under this Policy would be lost due to non-compliance of Section IX.A.1.'s
notice requirements because of the failure to give such notice, or concealment of such failure,
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by one or more "You" responsible for causing the “Damage”, “Loss” or other amounts
potentially insured hereunder, then “We" agree that such insurance as would otherwise be
afforded under this Policy shall rernain available with respect to those of “You" who did not
personally commit, personally participate in committing or personally acquiesce in such failure to
give notice, provided that those of “You™ entitled to the benefit of this provision provide notice of
a "Claim” or “Event” during the “Policy Period” (or “Extended Reporting Period”, if applicable),

» promptly after obtaining knowledge of such failure of any others of “You” to comply with Section
IX.A1.

However, such insurance as afforded by this provision shall not cover a “Claim” against “Your
Organization”, or an “Event”, if a member of the “Control Group” failed to give notice as required by

" Section IX.A.1.if'such "Claim” or “Event” arises from “Wrongful Acts”, acts, errors or cmissions that
were also known to another then current member of the “Contro!l Group”.

B, ASSISTANCE AND COOPERATION

1. "You" shall cocperate with "Us" in all investigations. “You” shall execute or cause to be executed
all papers and render all assistance as requested by "Us". Part of this assistance may require
“You" to provide soft copies of “Your" system security and event logs.

2. Upon “Our’ request, “You" shall assist in making settlements, in the conduct of suits and in
enforcing any right of contribution or indemnity against any person or organization who may be
liable to "You" because of “Wrongful Acts", acts, errors, or omissions with respect to which
insurance is afforded under this Policy; and “You" shall attend hearings and trials and assist in
securing and giving evidence and obtaining the attendance of witnesses.

3. “You" shall not admit liability, make any payment, assume any obligation, incur any expense,
enter into any settlement, stipulate to any judgment or award or dispose.of any “Claim” without
“Our” written consent, unless otherwise provided under Section Il.

4. As soon as practicable after "You" give “Us" notice of any “Claim", “Event”, or circumstance,
“You" must also give “Us” copies of reports, photographs, investigations, pleadings and all other
papers in connection therewith, including allowing “Us" to question “You" under oath at such
times as may be reascnably required regarding “Your Organization's” books, records, and any
other information relating to such matters.

5. In the event of a “Privacy Breach®, “Security Breach” or other “Event”, “You" must take all
reaschable steps to protect “Computer Systems” and “Private Information” from further access,
disclosure, loss or damage.

. DUTIES FOLLOWING NOTICE OF AN EVENT (applicable to Goveragés C; F and G only)

"You" must sge that the following are done if “You" send "Us" notice of an “Event” to which
Coverages C, F or G potentially apply: '

1. at “Our’ request, notify the police, FB!, CERT or other applicable law enforcement authority,
central reporting or investigative organization that "We” may designate, If it appears that a
law may have been broken;

2. immediately take all reasonable steps and measures necessary to limit or mitigate the
“Loss™;

3. send "Us" copies of every demand, notice, summons, or any other applicable information
*You" receive;

4, if requested, permit “Us” to question “You” under oath at such times and places as may be
reasonably required about matters relating to this insurance, including “Your” books and
records;
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5. send "Us™ a swom statement of “Loss” or other amounts incurred containing the information

“We" raquest to resolve, settle or otherwise handle the “Event”, “We" will provide “You” with
. the necessary forms;

8. cooperate with “Us” and counsel "We" may appoint in the investigation of any “Event”
covered by this Policy;

7. assist "Us® and counsel "We” may appoint in the investigation or settlernent of “Loss”;

8. assist "Us™in protecting and enforcing any right of subrogation, contribution or indemnity
against any person, organization or other entity that may be liable to “You", including

. attending depositions, hearings and trials; and

9. otherwise assistin securing and giving documentation and evidence, and obtaining the

attendance of witnesses.

D. SUBROGATION

“In the event of any payment under this Policy, “You" agree to give “Us" the right to any subrogation
and recovery o the extent of *Our” payments: “You" agree to execute all papers required and will do
everything that is reasonably necessary to secure these rights to enable "Us" to bring suit in “Your”
name. *You" agree to fully cooperate in “*Our" prosecution of that suit. “You" agree not to take any
action that could impair “Our” right of subrogation without "Our” written consent, whether or not
“You" have incurred any unreimburséd amounts. Any recoveries shall be applied first to subrogation
expenses, second to “Damages”, “Claims Expenses” and “Loss" paid by “Us”, and third to the
Retention. Any additional amounts recovered shall be paid to “You".

E. INSPECTIONS AND SURVEYS

“We" may choose to perform inspections or surveys of “Your" operations, conduct interviews and
review documents as part of our.underwriting, our decision whether to provide continued or
modified coverage, or our precessing of any “Claim” or. “Event”.If “We” make recommendations as
a result of these inspections, “You" should not assume that every possible recommendation has
besn made or that “Your” implementation of a recommendation will prevent a."Claim” ar “Event”.
“We" do not indicate by making an inspection or by providing “You® with a’report. that “You" are
complying with or viclating any laws, regulations, codes or standards.

F. OTHER INSURANCE

This insurance shall apply in excess of any other valid ‘and collectible insurance available to “You", .
including any retention or deductible portion thereof, unless such other insurance is written only as
specific excess insurance over this Policy. However, this insurance shall apply as primary in respect
of any professional liability, errors & omissions, medical malpractice or professional service liability
policy purchased by “You",

G. ACTION AGAINST US

No action shall lie against “Us” or “Our” representatives unless, as a condition pr:qcedent thereto: (1)
there shall have been full compliance with all terms of this insurance; and {2) untii the amount of
“Your” obligation to pay shall have been finally determined by judgment or award against “You" after
trial, regulatory proceeding, or arbitration or by written agreement betwean “You”, the claimant, and
IIUSI!.

“Your” bankruptcy or insolvency shall not relieve "Us™ of our cbligations heraunder,

H. ENTIRE AGREEMENT
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By acceptance of the Policy, “You” agree that this Policy embodies all agreements between “You"
and “Us" relating to this insurance. Notice to any agent or knowledge possessed by any agent or by
any other person shall not effect a waiver or a change in any part of this Policy or stop “Us” from
asserting any right under the terms of this Policy; nor shall the terms of this Palicy be waived or
changed, except by endorsement issued to form a part of this Policy signed by "Us",

. NEW SUBSIDIARIES/CHANGES IN NAMED INSURED OR YOUR ORGANIZATION

1. During the “Policy Peried”, if “You” acquire another corporation whose annual revenues are
more than fifteen percent (15%) of “Your Organization's” annual revenuss as set forth in its
most recent audited financial statements there shall be no coverage under this Paolicy for
“Wrongful Acts”, acts, errors, or omissions cammitted or allegedly committed by the newly
acquired “Subsidiary” or any persons who may become insureds therewith, unless “You"
give “Us” written notice of the acquisition containing full details thereof, and "We" have
agreed to add coverage for the newly acquired “Subsidiary” upon such terms, conditions,
and limitations of coverage and such additional premium as “We", in “Our” sole discretion,
may require.

2. During the *Policy Period”®, if the "Named Insured” consolidates or merges with or is
acquired by another entity, or sells substantially all of its assets to another entity, or a
receiver, conservator, trustee, liquidator, or rehabilitator, or any similar official is appointed
for or with respect to the “Narmed Insured”, then all coverage under this Policy shall continue
for post-transaction “Claims” first made prior-to the expiration of the “Policy Period” but only
for “Wrongful Acts", acts, errors or omissions -that occurred prior to the date of such
consolidation, merger or appointment. Coverage under this Policy shall not continue for
“Events” that first commence post-transaction but prior to the expiration of the "Policy
Period”, unless coverage for such “Events” is specifically agreed to by "Us" and provided by
endorsement hersto.

3. Should an entity cease to be a "Subsidiary” after the inception date of this Policy, coverage
with respect to such entity and its insured persons shall continue as if it was stil a
“Subsidiary” until the expiration date of.this Pclicy, but only with respect to a “Claim” that
arises out of any "Wrongful Act”, act, error, or omission committed prior to the date that it
ceased to be a “Subsidiary”.

4. All notices and premium payments made under this. paragraph shall be directed to “Us”
through the “Named Insured”.

J.  ASSIGNMENT

“Your” interest under this Policy may not be assigned to any other person or organization, whether
by operation of law or otherwise, without “Our” written consent. If “You” shall die or be adjudged
incompetent, such insurance shall cover “Your” legal representative as “You” would be covered
under this Policy. '

K. CANGELLATION AND NON-RENEWAL

This Palicy may be cancelled or non-renewed by “You" at any time on request by sending a prior
written notice to "Us” stating when thereafter the cancellation will ba effective.

1. “We" may not cancel this Policy, except for nonpayment of Premium. If "“We" cancel this

Policy for non-payment of Premium, “We" will provide “You™ with at least twenty (20) days
advance written notice,
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2. If this Policy is cancelled by “You", "We" shall refund the uneamed Premium computed in
accordance with the customary short rate table. If this Policy is cancelled by “Us", the refund
of paid Premium shall be computed pro-rata. Payment or tender of any unearmed Premium
by “Us" shall not be a condition precedent to the effectivenass of such termination, but such
payment shall be made as soon as practicable. No Premium will be refunded where any
“Claims” or circumstances have been notified under this Policy.

3. "We" may non-renew this Policy by providing “You” with at least sixty (60) days written notice
before the. expiration date. If the notice is given less than sixty (60) days before expiration,
Coverage will remain in effect until sixty (60) days after notice is mailed. The Premium due for
any period of Goverage that extends beyond the expiration date will be determined pro-rata
based upon this Policy’s total Premium for the expiring Palicy Period,

4. Any offer to renew this Policy on terms involving a change in Retentions, Limit of Liability,
Premium or other terms or conditions will not constitute a refusal to renew this Palicy.

L. WORDS AND TITLES OF PARAGRAPHS

The titles of paragraphs, section, provisions, or endorsements of or to this Policy are intended solely
for convenience’and reference, and are not deemed in any way to limit or expand the provisions to
which they relate and are not part of the Policy. Whenever the singular form of a word is used
herein, the same shall include the plural when required by context.

M. NAMED INSURED AUTHORIZATION
The *Named Insured” has the right and duty to act on “Your” behalf for:

the giving and receiving of notice of cancellation;

the payment of premiums, including additional premiums;

the receiving of any return premiums;

the acceptance of any endorsements added after the effective date of coverage;
the payment of any retentions;

the receiving of any amounts paid hereunder; and

otherwise corresponding with “Us”.

NooALMD -

N. REPRESENTATIONS BY YOU

By acceptance of this Policy, “You” agree that the statements contained in the "Application”, any
application for coverage of which thig Palicy is a renewal, and any supplemental materials submitted
therewith, are “Your” agreements and representations, that they shall be deemed material to the risk
assumed by “Us", and that this Pclicy is issued in reliance upon the truth thereof.

The misrepresentation or non-disclosure of any matter by “You” or “Your” agent in the “Application”,

any application for coverage of which this Policy is a renewal, or any supplemental materials
subrnitted therewith will render the Policy null and void and relieve “Us” from all liability under the
Policy.
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0. SERVICE OF SUIT CLAUSE (U.S.A.)

1. ltis agreed that in the event of "Our” failure to pay any amount claimed to be due under this
Palicy, at “Your” request "We" will submit to the jurisdiction of a court of competent
jurisdiction within the United States. Nothing in this clause constitutes or should be
understood to constitute a waiver of “Our” rights o commence an action in any court of
competent jurisdiction in the United States, to remove an action to a United States District

_ Court, or seek a transfer of a case to another court as permitted by the laws of the United
States or any state in the United States. It is further agreed that service of process in such
suit may be made upon “Our” representative, designated in the Policy, and that in any suit
instituted against any one of “Us” upon this contract, “We” will abide by the final decision of
such court or of any appellate court, in the event of an appeal.

2. "Our" representative designated in the Policy is autharized and directed to accept service of
process on “Our” behalf in any such suit and/or ugon “Your” request to give a written
undertaking to “You" that they will enter a general appearance upon “Our” behalf in the
event such a suit shall be instituted.

3. Pursuant to any statute of any state, territory, or district of the United States which makes
provision thersfore, “We" hereby designate the Superintendent, Commissioner, or Director
of Insurance or other officer specified for that purpose in the statute, or his successor in
office, as “Our” true and lawful attorney upon whom may be served any lawful process in
any action, suit, or proceeding instituted by or on behalf of “You" or any beneficiary
hereunder arising out of this 'Paolicy, and hereby designate "Our” reprasentativa listed in the
Policy as the person to-whom the said officer. is authorized to mail such pirocess or a true
copy thereof.

P. CHOICE OF LAW

Any disputes involving this Palicy shall be resolved applying the laws of the state identified in I[TEM
11. of the-Declarations.

Q. ARBITRATION

Any controversy arising out of or relating to this policy or the breach, termination or invalidity
thereof shall be settled by binding arbitration in accordance with the commercial arbitration
rules, but not the authority or jurisdiction, of the American Arbitration Association (herein “AAA")
then in effect. "We” and the Named Insured shall each appoint an arbitrator. Each arbitrator
must be disinterested other than the Named Insured or any present or former officers or
directors of the Insured. As soon as one party notifies the other of its demand for arbitration
and names its arbitrator, the other party agrees to name its arbitrator within thirty (30) days of
said notice. Within thirty (30) days of the naming of the second arbitrator, the two arbitrators
will select a third arbitrator to ba chairman of the panel, other than the Named Insured or
any present or former officers or directors of the Insured. Should the two arbitrators not be able
to agree on a choice of the third, then the Chief Judge of the chosen competent jurisdiction
will make the appointment of such third arbitrator. None of the arbitrators may be current or
former officers, directors, or employees of the Named Insured or “Us.” The threse arbitrators will
comprise the arbitration panel for the purposes of this Policy.

Each party to this policy will submit its case with supporting documents to the arbitration panel

within thirty (30) days after appointment of the third arbitrator. However, the panel may agree to
extend this period for a reascnable time. Unless extended by the consent of the parties, the
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majority of the three arbitrators will issue a written decision resolving the controversy bafore
themn within thirty (30} days of the time the parties are required to submit their cases and related
documentation. The arbitrators’ written decision will state the facts reviewed, conclusions
reached and the reasons for these conclusions. That decision will be final and binding upon the
parties in any court of competent jurisdiction.

Each party will"pay the fees and expenses of its arbitrator, unless otherwise agreed by the
parties. The remaining costs of arbitration will be shared equally by the parties.

Arbitration will taks place in a competent jurisdiction agreed to by the parties.

.Any disputes :involving this Policy shall be resolved applying the substantive law as
designated indtem 11. of the Declarations.

In witness whereof, the combahy has caused this policy to be signed by its Secretary and its President at
Oakbrook Terrace, lllinois. '

v
i

e JIR HF Brackam | TE

SECRETARY PRESIDENT
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... WYOMING AMENDATORY ENDORSEMENT
94.801 WY (06/17)

This Eneqrsement, effective at 12:01 a.m. CST, on 04/09/2018 forms part of:
“Policy No.: RPS-Q-0475817M/1

Issued to;. Town of Mills

This endorsement modifies insurance provided under the following:
CYBER AND PRIVACY LIABILITY POLICY

The following changes are made to the policy:

oty

I. Section Il. DEFENSE, SETTLEMENT ANb INVESTIGATION OF CLAIMS, paragraph C. is replaced by the following:

C. "We" shall not be obligated to pay any “Damages”, “Claims Expenses”, or "Loss” or to undertake or continue any

defense of any “Claim®, after the "Palicy Aggregate Limit” or applicable “Sublimit(s) of Liability” have been exhausted
by payment of “Damages”, “Claims Expenses”, and/or “Loss" or after-deposit of the “Policy Aggregate Limit® or
applicable “Sublimit(s) of liability” in a court of competent jurisdiction, and that upon such payment or deposit, “We”
shall have the right to withdraw from the further defense.thereof- by tendering contral-of said defense to “You".

‘However, the tender of policy limits before judgment or settlement does not relieve "Us” of “Cur-duty to defend.

Il. Section VIIl. EXTENDED REPORTING PERIOD paragraphs B. and C: is replaced by the followmg

B. Optional “Extended Reporting Period™: In the event of cancellation or non-renewal of thls Policy by “You" or "Us”,
“You" shall have the right to have issued an endrsement providing an optlonal Extended Reporting | Penod"

1.

Such optional “BExtended Reporting Period” shall cover "Clalme made and reported, to "Us"” dunng this optional
“Extended Reporting Period®, but only in respect of any “Claim® arising out of any act, emror, or omission committed
prior to the date of cancellation or non-renewal, and subject to all other terms, conditions, and exc1us:ons of the
Policy. : - : -

. In order for "You to invoke the optional “Extended Fteportmg Period”, the payment of additional premium as stated

in this provision must be paid to "Us” within thirty {30) days after the end of the “F’oltcy Period". ’ i

. At the commencement of the optlional “Extended Reporting Period”, the entire premium shall be desmed fully

eamed, and in the event “You" terminate the optional “Extended Reporting Period” for-whatever reason, “We" will
not be liable to return any premium paid for the optional “Extended Reporting Pen'od" T :

. The appropriate additional premium for the optional “Extended Reporting Pericd” is a percentage of the last annual

premium charged as follows:

“Extended
. Percent of Last Annual Premium Without Percent of Last Annual Premium With
Reporting Period” ) A . . .
Length Reinstatement of Limit of Liability : Reinstatement of Limit of Liability
T
Twelve (12) months) 100% Not available
Unlimited Not avaitable

C. Terms and conditions of basic and optional “Extended Reporting Pericd”
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1. At renewal of this Policy, "Our" quotation of different premium, retention or limit of indemnity or changas in policy
language shall not-constitute non-renewal by “Us" for the purposes of granting the optional "Extended Reporting
Period”.

2. The right to the "Extended Reporting Period"” shall not be available to “You” where “We" cancel or non-renew cus to
non-payment of premium.

3. The limit of liability for the “Extended Reporting Period” shall be part of, and not in addition to, the limit of liability for
the “Palicy Period” unless an unlimited optional “Extended Reporting Perod™ is purchased, then the limit of liability
available will be equal to one hundred percent (100%) of the Policy Aggregate Limit of Liability.

4. All notices and premium payments with respect to the "Extended Reporting Period” shall be directed to *Us® through
the entity named in'the Policy.

lll. Section I1X. TERMS AND CONDITIONS, paragraph D. SUBROGATION is replaced by the following:
D. SUBROGATION -

In the event of any payment under this Policy, “You" agree to give “Us” the right to any subrogation and recovery to the
extent of “Our” payments. “You® agree to execute all papers required and will do everything that is reasonably
necessary to secure these rights to enable “Us” to bring suit in “Your” name. “You® agree to fully cooperate in “Qur”
prosecution of that suit. “You” agree not to take any,action that could impair *Our” right of subrogation without “Qur"
written consent whether or not “You” have incurred any un-reimbursed amounts. Any recoveries shall be applied first to
the Retention, second to subrogation expenses, and third to “Damages”, “Claims Expenses” and “Loss” pald by “Us".
Any additicnal amounts recovered shall be paid to “You”,

V. Section IX. TERMS AND CONDITIONS, paragraph K. CANCELLATION AND NON-RENEWAL is replaced by the
following:

K. CANCELLATION AND NON-RENEWAL

1. This Policy may he cancelled or non-renewed by “You" at any time on request by sending a prior written notice to
“Us" stating when thereafter the cancellation will be effective.

2. "We" may not cancel this Policy, except for nonpayment of premium. If “We” cancel this Policy for non-payment of
premium, "We" will mail or deliver written notice, stating the reason for cancellation, to *You® and “Your” agent at the
addresses last of record at least twenty {20} days before the effective date of cancellation. If notice is malled, proof
of mailing shall be sufficient proof of notice.

3. If this Policy is cancelled by “You", “We" shall refund the unearnaed premium computed in accordance with the
customary short rate table as socn as practicable. If this Policy is cancelled by “Us", the refund of pald premium
shall be computed pro-rata and refunded prior to the effective date of cancellation. Payment or tender of any
uneamed premiumn by “Us” shall not be a condition precedent to the effectiveness of such termination. No premium
will be refunded where any “Claims” or circumstances have been notified under this Policy.

4, "We” may non-renew this Policy by malling or delivering written notice, stating the reason for non-renewal to “You"
and “Your" agert at the addresses of last record at least sixty (60} days before the expiration date of this Policy. If
the notice is given less than sixty (60) days before expiration, coverage will remain in effect until sixty (60) days after
notice is mailed. The premium due for any period of coverage that extands beyond the expiration date will be
determined pro-rata based upon this Policy's total premium for the expiring “Policy Period". If notice is mailed, proof
of mailing shall be sufficient proof of notice.

5. Any offer to renew this Policy on terms involving a change in Retentions, Limit of Liability, premium or other terms or
conditions will not constitute a refusal to renew this Policy.

V. Section IX. TERMS AND CONDITIONS, paragraph N. REPRESENTATIONS BY YOU is replaced by the following:
N. REPRESENTATIONS BY YOU
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By acceptance of this Policy, “You™ agree that the statements contained in the “Application”, any application for
coverage of which this Policy is a renewal, and any supplemental materials submitted therewith, are “Your® agreements
and representations, and that this Policy is issued in reliance upon the truth thereof,

Misrepresentations, omissions, concealment of facts and incorrect statements will render the Policy null and void and
relieve “Us” from all liability under the Policy if such misrepresentations, omissions, concealment of facts or incomect
statements are either:
1. Fraudulent;
_2. Material either to the acceptance of the risk, or to the hazard "We” assume; or
3. “We" in good faith, if “We" knew the true facts as required by the “Application” for the Policy or otherwise, would not
have:
a. Issued this Policy;
b. Issued this Policy at the same premium rate;
c. Issued this Policy in as large an amount; or
d. Provided coverage with respect to the hazard resulting in the loss.

Vl. Section [X. TERMS AND CONDITIONS, paragraph P. CHOICE OF LAW is replaced by the following:
P. CHOICEOF LAW '
Any disputes involving this Policy_ shall be resolved applying the laws of the State of Wyoming.
Vil. Section IX. TERMS AND CONDITIONS, paragraph Q. ARBITRATION is replaced by the following:
Q. ARBITRATION

The Named Insured and “We"™ may voluntarily agree to resolve any controversy arising out of or relating to this policy or
the breach, termination or invalidity thereof through binding arbitration in accordance with the commercial arbitration
rules, but not the authority or jurisdiction, of the American Arbitration Association (herein “AAA") then in effect. If “We”
and the Named Insured voluntarily agree to arbitration to resolve the dispute, “We" and the Named Insured shall each
appoint an arbitrator. Each arbitrator must be disinterested other. than the Named Insured or any present or former
ofiicers or directors of the Insured. As soon as both parties agrée to arbitration and one party names its arbitrator, the
other party agrees to name its arbitrator within thirty (30) days of said notice. Within thirty (30} days of the naming of the
second arbitrator, the two arbitrators will select a third arbitrator to be chairman of the panel, other than the Named
Insured or any present or former officers or directors of the Insured. Should the two arbitrators not be able to agree on
a choice of the third, then the Chief Judge of the chosen competent jurisdiction will make the appointment of such third
arbitrator, None of the arbitrators may be current or former officers, directors, or employees of the Named Insured or
“Us.” The three arbitrators will comprise the arbitration pane) for the purposes of this Policy.

Each party to this policy will submit its case with supporting documents to the arbitration pang! within thirty (30) days
after appointment of the third arbitrator, However, the pane! may agree to extend this period for a reasonable time.
Unless extended by the consent of the parties, the majority of the three arbitrators will issue a written decision resolving
the controversy before them within thirty (30) days of the time the parties are required to submit their cases and refated
documentation. The arbitrators' written decision will state the facts reviewed, conclusions reached and the reasons for
these conglusions. That decision will be final and binding upon the parties in any court of competent jurisdiction.

Each party will pay the fees and expenses of its arbitrator, unless otherwise agreed by the partles. The remaining costs
of arbitration will be shared equally by the parties.

Arbitration will take place in the County where the cause of action arose or in the County where the Insured instituting
the action resides, or in a different location mutually agreed to by the parties.

Any disputes involving this Policy shall be resolved applying the substantive law as designated in Item 11 of the
Declarations.

Vill. The following Is added to Section IX. TERMS AND CONDITICNS
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RENEWAL WITH ALTERED TERMS

If “We" offer to renew this Policy, but on terms less favorable or at higher rates, “We” shall mail or deliver written notice

of the renewal terms and statement of premium-due to “You” and “Your” agent at the addresses of last record at least

forty-five (45) days before the end of the *Policy Period”, If “We" do not provide such notice, "You™ may cancel the

renewal policy within forty-five (45) days following receipt of the renewal terms and statement of premium. Eamed

premium for the period 'of time the renewal policy was in force shall be calculated pro rata based upon.the premium
* ‘applicable to the original ‘policy and not the premium applicable to the renewal policy. If notice is mailed, proot of
. mailing shall be sufficient proof of notice.

4

All other téfms.and conditions of this Palicy shall remain unchanged.

This endoréement forms a part of the-Policy to which attached, effective on the inception date of the Policy unless otherwise
stated herein, ' '
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CYBER DECEPTION ENDORSEMENT

CYBER AND PRIVACY LIABILITY POLICY

94.510 (09/15)

This Endorsement, effective at 12:01 a.m. CST, on 04/09/2018 forms part of:
Policy No.: RPS-Q-0475817M/1

Issued to: Town of Mills

Issued by: BCS Insurance Company

ltem I: Retention: $25,000 for each “Cyber Deception Event”
A single retention shall apply to all “Cyber Deception Event” arising out of the same, related, or continuing
acts, facts, or circumstances

ltem Il:  Sub-Limit: $100,000 in the aggregate for all “Cyber Deception Event”
Such sub-limit shall be part of and not in addition to the “Policy Aggregate
Limit"

For the avoidance of doubt, in the event a “Claim” and “Cyber Deception Event” arises from the same or a series of
related or repeated acts, errors, or omissions or from any continuing acts, errors, or omissions then this shall be
considered a single “Claim" for the purposes of this policy and furthermore each corresponding “Retention” shall
apply separately to the applicable portion of such single “Claim”, and in no event shall the corresponding
“Retentions” be combined to create a larger retention amount than that exists for each corresponding “Retention”.

This endorsement modifies insurance provided under the following:

CYBER AND PRIVACY LIABILITY POLICY

In consideration of the premium required for the Cyber Deception Endorsement, and subject to all of the terms,
conditions and exclusions in the Policy referenced above, (except as amended by this Endorsement), the Company

hereby agrees to extend coverage to the Insured as follows:

I.  CYBER DECEPTION

We shall reimburse “Your Organization” for the “Loss of Funds” or for the “Value of Goods™ transferred which occur
as a direct result of a "Cyber Deception Event” (which follows the “Retroactive Date” on the declarations page)
which is notified to “Us” during the “Policy Period".

A. DEFINITIONS:

1. “Account” means any bank account held in the name of “Your Organization”;

2. “Client” means any individual or entity to whom “You” are contracted to perform services or supply goods;
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“Cyber Deception” means the intentional misleading of “You" by means of a dishonest misrepresentation
of a material fact contained or conveyed within an electronic or telephonic communication(s) and which
relied upon by “You" believing it to be genuine.

“Cyber Deception Event™ means:
a. The good faith transfer by “You" of “Your Organization's” funds or the transfer of “Your Goods”, in
lieu of payment, to a third party as a direct result of a "Cyber Deception”, whereby “You" were

directed to transfer "Goods” or pay funds to a third party under false pretences; or

b. The theft of “Your Organization's” funds as a result of an unauthorized intrusion into or “Security
Compromise” of “Your" “Computer System" directly enabled as a result of a “Cyber Deception”.

“Goods” means those products supplied by “You" to a “Client” under a contract.

“Loss of Funds” means the loss of “Your Organization's" money from “Your™ account. “Loss of Funds”
shall not include:

a. Any fees, fines or charges assessed against “You" or any expenses “You" incur as a result of any
“Cyber Deception Event”,

b. Any monies held by “You" on behalf of “Client”; or

c. The cost of “Your" time in identifying and rectifying the “Cyber Deception Event".
“Value of Goods" means the cost price of those “Goods” excluding:

a. Any element of profit to “Your Organization”; or

b. Any tax which “You" may be able to recover as a result of "Goods” being misappropriated by way
of the “Cyber Deception Event".

B. NOTICE OF CYBER DECEPTION EVENT

If any “Cyber Deception Event” occurs, then as soon as reasonably practicable after “Your™ Chief Executive Office,
Finance Director, General Counsel, or Risk Manager or their functional equivalents becomes aware of such “Cyber
Deception Event”, “You” shall notify “Us” by forwarding notice to the persons named in Item 8. of the Declarations
and giving as much details as possible of the following:

i

2

Specific details of the acts, facts, or circumstances that gave rise to the “Cyber Deception Event”;

Possible amounts potentially covered under this policy that may resuit or have resulted from the acts, facts
or circumstances;

Details regarding how "You" first became aware of the acts, facts, or circumstances; and

The “Computer Network” security and event logs, which provide evidence of the alleged incident.
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Any subseguent “Cyber Deception Event” arising out of such acts, facts, or circumstances which is the subject of
the written notice will be deemed to be a “Cyber Deception Event” at the time written notice complying with the
above requirements was first given to “Us".

C. EXCLUSIONS

“We" shall not be liable for any “Cyber Deception Event” arising out of:

1. Any “Cyber Deception Event”, which was first committed or occurred prior to the “Retroactive Date”;

2. Any “Cyber Deception Event” notified to and accepted by a previous insurer under an insurance policy of
which this policy is a renewal or replacement;

3. Any “Loss of Funds” or “Value of Goods” arising out of or caused by:

a.

The wear and tear, drop in performance, progressive or gradual deterioration, or aging of electronic
equipment and other property or “Hardware” used by “You";

Failure by “You” or those acting on “Your” behalf to maintain any computer, computer network or
network, computer software, or any other equipment;

Failure or gradual deterioration of overhead transmission, distribution lines or subterranean
insulation or cabling;

“Your" knowing use of illegal or unlicensed programs that are in violation of provisions or laws
referring to software protection; or

The existence, emission, or discharge of any electromagnetic field, electromagnetic radiation, or
electromagnetism that actually or allegedly affects the health, safety, or condition of any person or
the environment or that affects the value, marketability, condition, or use of any property.

4, Gambling, pornography, prizes, awards, coupons, or the sale or provision of prohibited, restricted, or
regulated items including, but not limited to, alcoholic beverages, tobacco, or drugs.
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NUCLEAR INCIDENT EXCLUSION CLAUSE-LIABILITY-DIRECT
(BROAD) (U.S.A)

94.102 (01/15)

This Endorsement, effective at 12:01 a.m. CST, on 04/09/2018 forms part of:
Policy No.: RPS-Q-0475817M/1

Issued to: Town of Mills

Issued by: BCS Insurance Company

For attachment to insurances of the following classifications in the U.S.A., its Territories and Possessions, Puerto
Rico and the Canal Zone:

Owners, Landlords and Tenants Liability, Contractual Liability, Elevator Liability, Owners or Contractors
(including railroad) Protective Liability, Manufacturers and Contractors Liability, Product Liability,
Professional and Malpractice Liability, Storekeepers Liability, Garage Liability, Automobile Liability (including
Massachusetts Motor Vehicle or Garage Liability),

not being insurances of the classifications to which the Nuclear Incident Exclusion Clause-Liability-Direct (Limited)
applies.

This Policy* does not apply:
I. Under any Liability Coverage, to injury, sickness, disease, death or destruction:

(a) with respect to which an insured under the Policy is also an insured under a nuclear energy liability
policy issued by Nuclear Energy Liability Insurance Association, Mutual Atomic Energy Liability
Underwriters or Nuclear Insurance Association of Canada, or would be an insured under any such
policy but for its termination upon exhaustion of its limit of liability; or

(b) resulting from the hazardous properties of nuclear material and with respect to which (1) any person or
organization is reguired to maintain financial protection pursuant to the Atomic Energy Act of 1954, or
any law amendatory thereof, or (2) the insured is, or had this Policy not been issued would be, entitled
to indemnity from the United States of America, or any agency thereof, under any agreement entered
into by the United States of America, or any agency thereof, with any person or organization.

IIl.  Under any Medical Payments Coverage, or under any Supplementary Payments Provision relating to
immediate medical or surgical relief, to expenses incurred with respect to bodily injury, sickness, disease
or death resulting from the hazardous properties of nuclear material and arising out of the operation of a
nuclear facility by any person or organization.

lll.  Under any Liability Coverage, to injury, sickness, disease, death or destruction resulting from the
hazardous properties of nuclear material, if:

(a) the nuclear material (1) is at any nuclear facility owned by, or operated by or on behalf of, an insured
or (2) has been discharged or dispersed therefrom;

(b) the nuclear material is contained in spent fuel or waste at any time possessed, handled, used,
processed, stored, transported or disposed of by or on behalf of an insured; or
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{c) theinury, sickness, disease, death or destruction arises out of the furnishing by an insured of
services, materials, parts or equipment in connection with the ning, construction, maintenance,
operation or use of any nuclear facility, but if such facility is located within the United States of
America, its territories or possessions or Canada, this exclusion (c) applies only to injury to or
destruction of property at such nuclear facility.

V. As used in this endorsement:

"hazardous properties” include radioactive, toxic or explosive properties; "nuclear material* means source
material, special nuclear material or by-product material; “source material®, "special nuclear material", and
"by-product material" have the meanings given them in the Atomic Energy Act 1854 or in any law
amendatory thereof; "spent fuel" means any fuel element or fuel component, solid or liquid, which has
been used or exposed to radiation in a nuclear reactor; "waste" means any waste material (1) containing
by-product material and (2) resulting from the operation by any person or organization of any nuclear
facility included within the definition of nuclear facility under paragraph (a) or (b) thereof; "nuclear facility"
means:

(@) any nuclear reactor,

(b) any equipment or device designed or used for (1) separating the isotopes of uranium or plutonium,
(2) processing or utilizing spent fuel, or (3) handling, processing or packaging waste,

{c) anyequipment or device used for the processing, fabricating or alloying of special nuclear material if
at any time the total amount of such material in the custody of the insured at the premises where
such equipment or device is located consists of or contains more than 25 grams of plutonium or
uranium 233 or any combination thereof, or more than 250 grams of uranium 235,

{d) any structure, basin, excavation, premises or place prepared or used for the storage or disposal of
waste, and includes the site on which any of the foregoing is located, all operations conducted on
such site and all premises used for such operations; "nuclear reactor* means any apparatus
designed or used to sustain nuclear fission in a self-supporting chain reaction or to contain a critical
mass of fissionable material. With respect to injury to or destruction of property, the word “injury” or
"destruction" includes all forms of radioactive contamination of property.

NOTE: As respects policies which afford liability coverages and other forms of coverage in addition, the words
underlined should be amended to designate the liability coverage to which this clause is to apply.

It is understood and agreed that, except as specifically provided in the foregoing to the contrary, this clause is
subject to the terms, exclusions, conditions and limitations of the Policy to which it is attached.
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RADIOACTIVE CONTAMINATION EXCLUSION CLAUSE-LIABILITY
DIRECT (U.S.A))

94.103 01/15

This Endorsement, effective at 12:01 a.m. CST, on 04/09/2018 forms part of:
Policy No.: RPS-Q-0475817M/1

Issued to: Town of Mills

Issued by: BCS Insurance Company

When attached to the Policy, (in addition to the appropriate Nuclear Incident Exclusion Clause-Liability-Direct)
provides worldwide coverage.

In relation to liability arising outside the U.S.A., its Territories or Possessions, Puerto Rico or the Canal Zone, this
Policy does not cover any liability of whatsoever nature directly or indirectly caused by or contributed to by or arising
from ionising radiations or contamination by radioactivity from any nuclear fuel or from any nuclear waste from the
combustion of nuclear fuel.

All other terms and conditions of this Policy shall remain unchanged.

This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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BREACH RESPONSE TEAM ENDORSEMENT
94.805 (06/17)

The following vendors have been approved to support “You” in the event of a “Security Breach”. “You" do
not require “our” prior written consent to contact these vendors:

“Breach Response Counsel™:

Baker & Hostetler LLP

24/7 Breach Response hotline — 1-866-288-1705
“Breach Response Team™

Kroll

Jennifer Rothstein 1-212-833-3456
jrothstein@kroll.com
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Frequently Asked Questions

Do you have any questions about your insurance? The frequently asked questions below are here to help you make
an informed decision.

What is Cyber Liability Insurance?

"Cyber" Liability is insurance coverage specifically designed to protect a business or organization from a range of
threats and incidents relating to a breach event including:

* Liability claims involving the unauthcrized release of information for which the organization has a legal obligation
to keep private

* Liability claims alleging invasion of privacy and/or copyright/trademark violations in a digital, enline or social
media environment

* |iability claims alleging failures of computer security that result in delstion/alteration of data, transmission of
malicious code, denial of service, etc.

* Defense costs in State or Federal regulatory proceedings that involve violations of privacy law; and

* The provision of expert resources and monetary reimbursement to the Insured for the out-of-pocket (1st Party)
expenses associated with the appropriate handling of the types of incidents listed above

The term "Cyber” implies coverage only for incidents that involve electronic hacking or online activities, when in
fact this product is much broader, covering private-data and communications in many different formats — paper,
digital or othenwise.

What does Privacy Liability (including Employee Privacy) cover?

The Privacy Liability aspect of the insuring agreement in our policy goes beyond providing liahility protection for the
Insured against the unautherized release of Personally Identifiable Information (P}, Protected Health Information
{(PH)), and corporate confidential information of third parties and employees, like most popular "Data Breach®
policies. Rather, our policy provides true "Privacy" protection in that the definition of Privacy Breach includes
violations of a person's right to privacy, publicity, etc. Because information lost in every data breach rmay not fit
State or Federal-specific definitions of Pll or PHI, our policy broadens coverage to help fill these potentially costly
gaps. This Is a key provision:that truly sets the RPS policy apart from others.

What does Privacy Regulatory Claims Coverage cover?

The Privacy Regulatory Claims Coverage insuring agreement provides coverage for both legal defénse and the
resulting fines/penalties emanating from a Regulatory Claim made against the Insured, alleging a privacy breach
or a violation of a Federal, State, local or foreign statute or regulation with respest to privacy regulations.
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What does Security Breach Response Coverage cover?

This 1st Party coverage reimburses an Insured for costs Incurred in the event of a security breach of personal,
non-public information of their custormers or employees. Examples include:

* The hiring of a public relations consultant to help avert or mitigate damage to the Insured's brand

* |T forensics, customer notification and 1st Party legal expenses to determine the Insured’s obligations under
applicable Privacy Regulations

* Credit monitoring expenses for affected customers for up to 12 months, and longer if circumstances require.

Our policy can alsc extend coverage even in instances where there is no legal duty to notify if the Insured feels that
doing so will mitigate potential brand damage (such voluntary notification requires prior written consent).

What does Security Liability cover?

The Security Liability insuring agreement provides coverage for the Insured for allegations of a "Security Wrongful
Act’, including:

* The inability of a third-party, who is authorized to do so, to gain access to the Insured's computer systems

* The failure to prevent unauthorized access to or use of a computer system, and/or the failure to prevent false
communications such as “phishing” that results in corruption, deletion of or damags to electronic data, theft of
data and denilal of service attacks against websites or computer systems of a third party

* Protects against liability assoctated with the Insured's failure to prevent transmission of malicious code from
their computer system to a third party’s computer system

What does Multimedia Liability cover?

The Multimedia Liability insuring agreement provides broad coverage against allegations that include:

* Defamation, libel, slander, emotional distress, Invasion of the right to-privacy, copyright and other forms of
intellectual property infringement (patent excluded) in the course of the Insured’s communication of media
content in electronic (website, social media, etc.} or non-electronic forms

Other "Cyber” insurance policies often limit this coverage to content posted to the Insured’s website, Our policy
extends what types of media are covered as well as the locations where this information resides.

What does Cyber Extortion cover?

The Cyber Extortion insuring agreement provides:

* Expense and payments.to a harmful third party to avert potential damage threatened against the Insured such
as the introduction of malicious code, system interruption, data corruption or destruction or dissemination of
personal or confidential corporate information.
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What does Business Income and Digital Asset Restoration cover?

The Business Income and Digital Asset Restoration insuring agreement provides for lost earnings and expenses
incurred because of a security compromise that leads to the failure or disruption of a computer system, or, an
authorized third-party's inability to access a computer system. The pelicy will also cover for lost business as a
result of a loss of reputation caused by any failure or disruption to computer systems. Restoration costs to restore
or recreate digital {not hardware) assets to their pre-loss state are provided for as well. What's more, the definition
of Gomputer System is broadened to include not only systems under the Insured's direct control, but also
systems under the control of a Service Provider with whom the Insured contracts to hold or process their digital
assets.

What is “PCI-DSS Assessment” coverage?

The Payment Card Industry Data Security Standard (PCI-DSS) was established in 2006 through a collaboration of
the major credit card brands as a means of bringing standardized security best practices for the secure
processing of credit card transactions. Merchants and service providers must adhere to certain goals and
requirements in order to be "PCI Compliant,” and certain specific agreements, may subject an [nsured to an
"assessment” for breach of such agreements. The RPS Cyber Policy responds to PCl assessments as well as
claims expenses In the wake of a breach involving cardholder information.

What is Cyber Deception coverage?

The Cyber Deception extension is purchased for an additional premium if the applicant is eligible. The extension
provides coverage for the intentional misteading of the Applicant by means of a dishonest misrepresentation of a
material fact contained or conveyed within an electronic or telephonic communication(s) and which is relied upon
by the Applicant believing it to be genuine. This is commaonly known as "spear-phishing” or "social engineering"”.

Who is RPS?

With more than 1,000 employees in more than 30 U.S. States, Risk Placement Services empowers insurance
agents and brokers [ike yours with product and industry expertise, and access to exclusive Property & Casualty
insurance coverage for their ciients throughout the country. RPS is the exclusive Managing General Agent for the
specialized Cyber insurance gquotation your agent has provided herein. RPS is consistently recognized by Business
Insurance magazine as the nation's largest Managing General Agency. Your agent's decision to partner with RPS
speaks of their desire to provide your organization with the best insurance solutions available in the marketplace
today.

How is this policy better than other options in the marketplace?

As with any insurance policy, what sets our coverage apart lies in the definitions and exclusions in the policy. The
RPS Cyber Policy offers broader definitions of critical terms such as Privacy Breach, Computer System, and
Media Content. These definitions, along with the absence of some industry-standard exclusions and & drastically
streamlined application process, make this policy more comprehensive and easier to access than the typical cyber
policy available from traditional sources.
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Isn’t this already covered under most business insurance plans?

The short answer is "Ng*, While liabllity coverage for data breach and privacy claims has been found in limited
instances through General Liability, Commercial Crime and some D&O policies, these forms were not intended to
respond to the modern threats posed in today's 24/7 information environment. Where coverage has been afforded
in the past, carriers (and the ISO) are taking great measures to inciude exclusionary language in form updates that
make clear ther intentions of not covering these threats. Additionally, even If coverage can be found in rare
instances through other policies, they lack the expert resources and critical 1st Party coverages that help mitigate
the financial, operational and reputational damages a data breach can inflict on an organization.

Are businesses required to carry this coverage?

While there is presently no law that requires a business or organization to carry Cyber Liability Insurance, there is.a
national trend in business contracts for proof of this coverage. In addition, the SEC is encouraging disclosure of
this coverage as a way of demonstrating sound information security risk management. Laws such as
HIPAA-HITEGH and Gramm-Leach-Biiley and state-specific data breach laws are continually driving demand as
requirements for notification in the wake of a data breach become more expensive.

Do small businesses need this coverage?

A recent Ponemon Institute report uncovered that 50% of small and medium sized US businesses had suffered a
data‘breach, with 55% suffering a cyber-attack, with the most prevalent attack being non-sophisticated phishing
attempts. The US National Cyber Security Alliance has advised that 60% of small companies are out of business
within 6 months after being hacked. While breaches involving public corporations and government entities garner
the vast majority of headlines, it is the small business that can be most at risk. With lower information security
budgets, limited personnel and greater system vulnerabilities, small businesses are increasingly at risk for a cata
breach.

If e-commerce functions such as payment processing or data storage are outsourced, is this coverage
still needed?

The responsibility to notify-customers of a data breach or legal liabilittes associated with protecting custorner data,
remain the responsibility of the Insured. Generally speaking, business relaticnships exist between Insureds and
their customers, not their customers and the back-office vendors the Insured uses to assist them in their
operations. Outsourcing business critical functions such as payment processing, data storage, website hosting,
etc. can help insulate Insureds from risk, however, the contractual agresment wording between Insureds, their
customers and the vendors with whom they do business will govern the extent to which liability is assigned in
specific incidents.
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What is the cost of not buying the coverage and self-insuring a data breach?

The Ponemon Institute, a well-known research firm, publishes an annual “Cost of a Data Breach” report. In
partnership with IBM, the 2017 report indicated that the average cost paid for each lost or stolen record is $141.
These numbers are reflective of both the indirect expenses associated with a breach (time, effort and other
organizational resources spent during the data breach resolution, customer chumn, etc.), as well as direct expenses
(customer notification, credit monitoring, forensics, hiring a law firm, etc.).

While there has been a decrease in the average cost paid for each lost or stolen record since 2016, (down from
$158), the average size of a breach has increased to 1.8 times the size of breaches last year. So, despite
decreasing average costs per record, more records are being lost which means an increasing cost to businesses.
More information can be found at www.ponemon.org.

In addition, the cost of breaches has evolved from just the cost of nofification to now include ransom demands,
business income loss, theft, and associated liability costs. These additional factors have also contributed to driving
up the potential financial impact of a breach incident.

How can | tell which states are on an admitted form vs a non-admitted form?

Most States are on the admitted paper and written through BCS Insurance Company. For those remaining states
where the admitted filings are still in process, the forms will be written through Lloyd’s of London. Currently, all
states are written on admitted paper except: VT.

Who is the insurance carrier?

The BCS Cyber and Privacy Liability Policy is underwritten by BCS Insurance Company and powered by and with
the backing of certain syndicates at Lloyd's of London. BCS Insurance Company is a licensed insurance company
in all states, Puerto Rico and the District of Columbia. BCS Insurance Company provides value through a solid
foundation of strong governance, national and international capabilities and product and industry expertise and is
rated A- (Excellent) by A.M. Best. BCS Insurance has been in business for over 60 years. It is a wholly owned
subsidiary of BCS Financial Corporation which, in turn, is owned by all Blue Cross Blue Shield primary licensees.
BCS Insurance Company's relationship with certain syndicates at Lloyd's of London brings additional strength,
stability and industry-leading expertise to the RPS cyber insurance program.

What is the claims-handling process?

A 24-hour data breach hotline is available to report incidents or even suspected incidents. As soon as you suspect
a data breach incident or receive notice of a claim, you should call the hotline listed in your policy. This hotline is
manned by Baker Hostetler, a world-wide leading privacy law firm with experience in handling thousands of data
breach events. Immediately after calling the hotline, you are required to send notice to Clyde & Co., the designated
legal firm that has been contracted to triage initial notices in this regard. This can be done by sending an email with
a brief description of the incident, including your contact information, to the claims-reporting email address listed in
your policy. Your BRPS broker will receive notification of the incident (or any third-party claim) as well. It is critical
that you Immediately report any and all incidents that you believe could give rise to a claim of any kind under this
policy.

What if there are questions that are not answered here?

Please contact your preferred Cyber Professional who will assist you with any questions you may have.
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